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Prüfungskommission: Prof. Dr.-Ing. Daniel Görges

1. Berichterstatter: Prof. Dr.-Ing. Norbert Wehn
2. Berichterstatter: Prof. Dr. rer. nat. Wilhelm Stork

DE-386





Eidesstattliche Erklärung
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Abstract

Since the prediction of Gordon Moore in 1965, known as Moore’s Law [1], the in-
tegration density and performance of integrated circuits have increased continuously. As
a result, integrated circuits are enabling ever-new possibilities for decades and are being
used in more and more areas of applications. This led to a fast growing demand of micro-
electronic systems ranging from, e.g., edge devices for the Internet of Things (IoT) over
industrial control systems up to computationally intensive machine learning applications.

However, within the last years, the increased environmental awareness and the efforts
to create a more sustainable world have shed light on the darker side of this development:
The increasing energy demand for computing. In fact, the global demand for computa-
tional energy and battery capacity is increasing exponentially. In order to counteract this
development, experts call for fundamental changes in microelectronic systems design that
enable significantly better energy efficiencies of electronic devices [2]. Suggestions range
from an increased use of advanced computing platforms that allow for application-specific
hardware-software co-designs up to an improvement of edge computing capabilities to
gradually replace conventional computing. More radical proposals request for a consistent
utilization of renewable energy sources [3] or propose specific paradigm changes in com-
monly battery-powered application fields by calling for a battery-less internet of things [4].

This thesis proposes new design approaches for energy and environmentally friendly
embedded systems in different areas of application that are fit for the future. For the in-
dustrial area, this thesis addresses model predictive control (MPC) systems. A new op-
timization strategy for the resource-intensive MPC algorithms is demonstrated to enable
their implementation on low power and low-cost FPGAs. Regarding edge computing, new
design approaches are presented to improve the computing capabilities for mobile battery-
powered devices. These approaches enable ultra-low power communication security fea-
tures for IoT systems and present new precise time synchronization principles for wireless
sensor networks.

A clear emphasis of this thesis is on the improvement of embedded systems that are
solely powered by energy harvesting. Such battery-less systems are also known as inter-
mittent or transient computing systems, as they do not have a reliable energy basis. One of
the major issues that hamper the widespread use of this sustainable system concept is the
reactive nature of state-of-the-art transient computing approaches, i.e., the system is com-
pletely and utterly dependent on the transiency of its energy harvesting source. As a solu-
tion, this thesis proposes new hardware and software design methods towards a proactive
transient computing. These methods are dedicated to kinetic and thermal energy harvesting
technologies and enable a predictive and adaptive power loss management to pave the road
for yet infeasible applications fields.
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Stefan Scholl (DC9ST), M.Sc. Lukas Steiner, Dr.-Ing. Chirag Sudarshan, M.Sc. Menbere
Tekleyohannes, Dr.-Ing. Javier Alejandro Varela, Dipl.-Math. Uwe Wasenmüller, Dr.-Ing.
Christian Weis, Dr.-Ing. Stefan Weithoffer, Dipl.-Ing. Sebastian Wille, Dr.-Ing. Renhai
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Chapter 1

Introduction

”Man needs difficulties, they are necessary for health.”

Carl Gustav Jung

For the last decades, microelectronic systems have grown rapidly in terms of comput-
ing performance and integration complexity. Microelectronics predominantly depend on
the capabilities of integrated circuits (ICs). ICs range from programmable general-purpose
Central Processing Units (CPUs) and Microcontroller Units (MCUs), over programmable
controllers for specific purposes such as Graphics Processing Units (GPUs) and Digital
Signal Processors (DSPs) as well as application-specific integrated circuits (ASICs) up to
programmable logic devices like Field Programmable Gate Arrays (FPGAs). Modern het-
erogeneous devices host different types of aforementioned systems and memories together,
which are interconnected on the chip, forming System on Chips (SoCs) and Network on
Chips (NoCs). All these different types of ICs share the same and comparably trivial base
component: The transistor. Multiple transistors are combined to form logic gates, which
are the generic basis of any digital circuitry. Generally, the functionality and performance
of an IC scales with the number of incorporated transistors. For many decades, the de-
velopment of ICs can be seen as a straight and continuous improvement towards more
incorporated transistors and improved computational capability. This trend was quantita-
tively predicted by Gordon Moore in 1965 in the way that the number of transistors on a
chip will double every approximately two years and therewith the performance of the chips
as well [1]. At the same time, transistor sizes have shrunken continuously such that the
integration density was increasing. Concurrently, the manufacturing cost per transistor has
massively decreased. Therefore, the computing performance of ICs has increased over the
years at nearly no increase in cost. However, this trend has ended as physical limits have
been reached that led to advanced technologies and fabrication process requirements.



2 Introduction

1.1 Challenges and Motivation

The transistor size reduction trend of the conventional planar CMOS (complementary me-
tal-oxide semiconductor) fabrication process has significantly slowed down as the physical
dimensions of transistors came closer to the silicon atom level. When the size went be-
low the 20nm range, the transistors suffered from increased leakage and quantum tunneling
effects that, e.g., led to unreliable off-states. The invention of the Fin-FET helped to coun-
teract these effects to continue the decreasing of the size further. Recent developments
however have shown, that the Fin-FET era is ending and, in order to realize transistor
sizes below 7nm, the transistor geometry was changed again and the GAA-FET (Gate-all-
around-FET) technology has been released.

Figure 1.1: Time line of the microprocessor evolution with chosen devices with respect to transistor
count and technology size (data obtained from [2,5–8], Oracle, Intel, AMD, Apple and Qualcomm).

In 1974, Dennard et al. postulated a scaling law that describes the potentials of shrinking
transistor sizes [9]. It describes how smaller sizes enable a lowering of the operating volt-
age and thus an increasing of the operating frequency without raising the power density.
Therefore, the performance of commercial singe-core CPUs has increased rapidly for a few
decades. However, about 30 years later, this trend stopped as the operating voltage could
not be decreased any further. As a result, the power density increased with the frequency
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and led to critical levels of heat dissipation that more and more hit the limits of cooling
methods. Therefore, increasing the performance by increasing the operating frequency
reached its limit where the power density became critical (Power Wall).

Nowadays, the power density is a key constraint in IC design. To continue a growth
in performance, computational operations have been distributed on the die surface, by in-
corporating multiple processing cores that run at a lower operating voltage. This led to
an increase in parallelism, which enabled to increase the overall performance without in-
creasing the clock frequency. Figure 1.1 shows how this multicore approach affected the
evolution of microprocessor architectures over the last decades.

However, the performance improvement due to parallel computing, obtained, e.g., from
multicore architectures, is limited. According to Amdahl’s Law, an increase in the number
of cores and therefore parallel computational capability, does not implicate the same level
of increase in performance. A further development was to incorporate dedicated hardware
subsystems, e.g., accelerators, to which specific operations are outsourced. The devel-
opment and deployment of such integrable hardware subsystems and circuits, known as
intellectual property (IP), has even become a core business model for many hardware com-
panies meanwhile. With this strategy, the integration density can be increased beyond the
critical power density.

All these historic and latest developments have achieved a continuous improvement of
the energy performance of computing — physically expressible as Joule per Bit J

Bit
—

despite the discussed limits.

Growing Demand for Computing Capacity

The enormous progress of integrated circuits and the continuous reduction of cost for elec-
tronic components led to a massive increase in deployment of microelectronics for wearable
devices, smart home, cars and consumer electronics [10]. The microcontroller as one of the
common core components is found in vehicles, cellphones and smartwatches, dishwashers
and washing machines, computer peripherals, smart home systems, Internet of Things (IoT)
devices, medical appliances and life support systems. Most microcontrollers shipped are
employed in the embedded sector, those in Personal Computers (PCs) only made up around
6% in the early 2010s [11] and fell to 2% in 2018 [12]. The total number of microcontrollers
is not easy to assess, but semiconductor companies state that the average consumer gets in
touch of more than 100 products that employ an MCU every day [13]. This number is grow-
ing as more and more electronic products are deployed every day [14, 15]. Over 28 billion
units of MCUs have been shipped globally in the year 2020 [16]. In 2022, the application
area of consumer electronics and telecommunication dominated the microcontroller market
with a market share of almost 33% [17]. Figure 1.2 shows how the U.S. MCU market is
expected to grow until 2027 for the different application areas.
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Figure 1.2: Relative MCUs market size in the U.S. for 2020 and 2027 [18].

The future Compound Annual Growth Rates (CAGRs) are reported to be slightly below
10% from 2021 to 2026 [14, 19], over around 10% from 2021 to 2028 [16, 20] up to 14%
from 2021 to 2031 [15]. Respective MCU market values are calculated to have been around
USD 20 billion in 2021 [15, 16] and are expected to reach around USD 36 billion [21] to
over USD 48 billion by 2027 [22] up to over USD 74 billion by 2031 [15]. The main
driver for the huge growth is the increasing demand in the automotive sector, where a
growing demand exists for driver assistance and safety systems due to growing standards,
autonomous driving and digitalization of automobiles [15, 22, 23]. This sector is followed
by consumer and telecommunications electronics, incorporating all kinds of IoT devices.
The number of deployed IoT devices was around 8.6 billion in 2019 and is expected to grow
to about 30 billion in 2030 [24]. In the industrial sector, main drivers are new demands
for flexibility and agility [23], emerging industrial interconnection known as Industrial
Internet of Things (IIoT) infrastructures, as well as all further technical approaches known
as Industry 4.0.

Energy-Related Consequences

The discussed trends entail an ever-growing global demand for computing, measured in
zetta instructions per second (ZIPS)1 as shown in Figure 1.3.

1ZIPS: 1021 compute instructions per second
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Figure 1.3: Global capacity to compute information in ZIPS2(graphic based on [2] (page 123)).

Up to now, the energy demand for this computation has grown significantly faster — ap-
proximately doubling every three years — than the global energy production capacity [2,3].
This development is expected to continue despite the substantial progress in chip-level tech-
nology during the last decades, i.e., despite the continuous improvement of the energy per-
formance of computing [2, 3, 25]. According to the Decadal Plan for Semiconductors [2]
and shown in Figure 1.3 and Figure 1.4, this will lead to a market-dynamics-limited scenario
in the near future, unless fundamental changes are achieved.

These changes need to radically improve the energy efficiency of microelectronic systems
and change the compute trajectories. Otherwise, there will be a significant increase in
global energy production to serve the energy demand for computing in the future. This
demand already constitutes more than 2% of the global energy demand [3].

Besides the need for an increased production of electric grid energy, the massive in-
crease in produced mobile microelectronic devices entails a fast-growing demand in mo-
bile electrical energy sources like batteries. This is clearly illustrated by the global market
trends for the most popular battery technology: The Lithium-Ion battery (LIB). First com-
mercially introduced by Sony in 1991, this technology is now more or less the state-of-the-
art battery base technology [26]. The growing demand of electric vehicles is a significant
contributor to an extreme growth in battery capacity demand [26, 27], others are stationary
energy storage and consumer products [28]. Over the last ten years, the global demand
has grown from 0.5GWh in 2010 to over 500GWh in 2020 [28]. Scientific studies in [29]
and [30] expect the capacity demand to approximately double every five years, and mar-
ket researchers expect it to grow eleven-fold from 2020 to 2030 [26]. The LIB production
capacity is expected to grow to almost 3000GWh by 2030 [27]. In the consumer sector

2ZIPS: 1021 compute instructions per second
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Figure 1.4: Despite the improving energy performance J
Bit , the current trend of demanded compute

energy (green line) grows way faster than the world’s energy production (yellow line) (graphic based
on [2] (page 123), references in the graph relate to the references in [2]).

alone, the production capacity is expected to grow from 60GWh in 2020 to 372GWh in
2030 (Figure 1.5).

Figure 1.5: Forecast of global Lithium battery demand for consumer sector [27].

This results in an enormous increase in demand for resources like Lithium, which is ac-
companied by myriads of adverse effects on the environment like destruction of natural
landscape, poisoning of ground water, consumption of fossil energy carriers, environmen-
tal pollution and exorbitant emission of carbon dioxide.
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Energy-Specific Challenges

This globally growing demand for resources and energy for computation is gaining more
and more attention in the context of the efforts to create a more sustainable and environ-
mentally friendly world. In order to prevent a dramatically increase of the world’s energy
production, radically new computing paradigms must be discovered that provide extremely
increased energy efficiencies of microelectronic systems [2]. It is now, among others, up
to the experts of microelectronic systems and the technology to come up with new ap-
proaches for the future of microelectronic devices. For instance, by making use of more
application-specific and optimized co-design of embedded hardware and software, or by
shifting conventional computing more and more towards edge devices (edge computing),
up to an increased utilization of renewable energy sources [3]. To repress the fast-growing
demand for batteries like LIB in the consumer sector, the utilization of renewable energy
sources has to gain solid ground in this fast growing market to foster the path for mobile
battery-less electronic devices [4].

This thesis contributes to this by proposing new solutions for embedded microelec-
tronic systems on the system design level. The proposed solutions cover different appli-
cation areas and point out specific optimization strategies and improvements for respective
embedded systems:

• New approaches for proactive transient computing on Power-Neutral energy harvest-
ing systems. Power-Neutral energy harvesting systems can be seen as the most ex-
treme approach of energy efficiency improvements since these systems require no
conventional power supply at all. Instead, an energy harvester scavenges the entire
operating energy from its environment. As Power-Neutral systems do not buffer the
harvested energy, these systems don’t even employ energy buffers like batteries and
therefore represent a pioneering future design principle towards battery-less micro-
electronic systems.

• Enhancing the battery lifetime of mobile sensor devices and IoT edge devices by
dedicated hardware and software design strategies. Therewith improving the poten-
tial and capability of ultra-low power edge computing.

• Improving the energy efficiency by application-specific hardware implementation
strategies for computationally intensive operations, enabling a low power and em-
bedded hardware-based implementation of a model predictive control system for in-
frastructure facilities instead of a conventional, energy-intensive software-based im-
plementation on an industrial computer.
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1.2 New Contributions and Thesis Structure

Categorization of Embedded Systems

Energy-related scientific challenges of embedded microelectronic systems strongly depend
on the chosen energy or power source, which can be categorized into three basic options:
Energy harvesting, battery and energy grid. This choice depends on the system require-
ments and intended use case, and determines the boundary conditions and constrains for
the system design as shown in Table 1.1.

Power Source Energy Harvesting Battery Energy Grid
Available

Low Middle High
Power Budget
Power Supply

Transient Limited Unlimited
Reliability

Energy-Specific Maximal exploitation Optimize for long Optimize for best
Design Strategy of available energy battery lifetime energy efficiency

Table 1.1: The different power source options and their related design constrains and energy-
specific design strategy.

The field Energy-Specific Design Strategy in Table 1.1 describes the design strategy to
achieve the best overall system energy efficiency. This overall system energy efficiency
incorporates the energy efficiency of the load system together with the utilization efficiency
of the power source. It represents the optimum of the combination of both efficiencies that
can be achieved under the given constrains. These constrains are fundamentally different
for the mentioned power source options:

• Energy harvesting-powered systems: Even though the energy that can be harvested
is theoretically unlimited, the available power budget is typically very low for em-
bedded systems. Since its availability is determined by the environmental conditions,
neither the power level nor its time of availability are predictable. The absence of
an energy buffer furthermore means that all harvested power is transient and only
available instantly. To achieve the best overall system efficiency, all incoming energy
must be exploited as efficient as possible. Therefore, the system must be prepared for
all possible situations at all time, e.g., from sudden high-power income levels down
to sudden power losses, and adopt quickly to changing conditions.

• Battery-powered systems: The system design is restricted with respect to the chosen
battery technology, chemistry and size. Different technologies come with different
characteristics like output voltage level, internal impedance and usable capacity, i.e.,
the total available amount of energy. Most of these characteristics vary over time
and depend on the state of charge, temperature and current load. For example, many
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battery chemistries show a degradation of capacity or increase in internal impedance
at high discharge rates. Thus, the total available amount of energy depends on the
maximum current load as well as the duty cycle of the load system. This limits the
design space of the load system, especially regarding its energy efficiency strategy,
as the specific power source characteristics and resulting interdependencies between
source and load must be considered carefully. In general, an overall energy efficient
system therefore is a compromise between power source and load system and can be
expressed as the optimal interaction between an energy efficient load system design
and an energy-efficient operation of the power source, which leads to the longest
possible battery lifetime. Therefore, in order to express the overall system energy
efficiency, the total battery lifetime is the more meaningful metric than the plain
energy efficiency measures of the load system.

• Energy grid-powered systems can often be optimized for best energy efficiency with-
out taking specific characteristics of the power source into account. Regarding em-
bedded systems, the energy grid can usually be seen as a low-impedance source that
shows no interaction with the current load of the embedded system. This allows a
broad flexibility in terms of system design, e.g., the choice of hardware platform, as
the power source has almost no limitations in terms of output voltage and current
load.3

Based on these three types of power supply, this work defines three categories of embedded
systems that are addressed separately in this thesis as shown in Table 1.2.

Power Source Energy Harvesting Battery Energy Grid

Category of Autonomous Mobile Stationary
Embedded Embedded Embedded Embedded

System Systems Systems Systems

Power Supply
Characteristics

Powered by Powered by
Powered by

the energy grid
energy harvesting primary or rechargeable

without energy buffers battery cells

Addressed in Chapter 2
Chapter 3 (rechargeable battery)

Chapter 5
Chapter 4 (primary battery)

Table 1.2: The different categories of embedded systems addressed in this work.

Addressed Scientific Challenges

The design constrains of the discussed categories of embedded systems pose particular
scientific system design challenges that have been addressed in this work:

3In this argumentation, the design of dedicated alternating current (AC)-adapters or other voltage convert-
ers to electrically connect stationary embedded systems to the energy grid is considered as a sub component
in the overall system design and thus also subject to energy-efficient optimization.
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• Autonomous Embedded Systems (addressed in Chapter 2)

Battery-free and energy harvesting-powered microelectronic systems go beyond the
efforts of ultra-low power system design, as they scavenge their entire operational
energy from the environment instead of relying on a conventional energy reservoir.
However, due to the transient nature of energy harvesting, these systems do not have
a continuous power basis. To hide this transiency to the load system and thus to
simplify the system design, the Energy-Neutral design concept utilizes energy storage
units like capacitors to buffer the varying power input over time. In contrast, the
Power-Neutral design concept waives any energy buffers to mitigate the influence
of buffer-related drawbacks such as aging effects as well as capacity and leakage
losses due to the continuous charge and discharge cycles. In return, the load system
becomes a transiently powered system that must be designed to weather unforeseen
power losses all the time. This leads to design challenges, which are significantly
different to those in battery-powered systems:

– Ensuring forward progress of the application despite sudden power losses, and
guaranteeing the finalization of atomic operations on an unreliable energy basis.

– Typically, low power outputs and short output durations of energy harvesters
define strict power and processing time limits, which usually are not calculable
or predictable.

– Frequent resets and restarts exacerbate the negative influence of cold-start over-
heads on the energy efficiency of the system. This particularly takes effect in the
design of transiently powered systems out of off-the-shelf components. These
components are usually not intended for unforeseen power supply interruptions
nor optimized for low cold-starts as their low power strategy is to rest in sleep
modes most of the time rather than in total power off conditions.

– Different types of energy harvesters have significantly different characteristics
in terms of power output intensity and duration. Furthermore, the retroactive
impacts of the system load on the harvester and its physical excitation are very
specific to the transduction, e.g., breaking effects of electromagnetic transduc-
ers or thermal conductivity alteration of thermoelectric transducers (Thomson
effect). Therefore, sophisticated system designs require harvester-specific opti-
mizations and holistic analyses.

• Mobile Embedded Systems (addressed in Chapter 3 and Chapter 4)

The progress of battery technologies regarding their energy density did not even par-
tially keep up with the progress of microelectronics regarding their integration den-
sity and performance enhancement. As a result, the battery nowadays tends to take
up a significant proportion of space inside electronic edge devices such as wearable
sensor appliances and mobile IoT devices. Together with further requirements like
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use case-dependent dimensional constrains, the battery becomes the main limiting
factor in mobile electronic systems. In other words, the limited energy budget of the
battery on the one hand and the desired high system performance on the other hand
constitute the major design challenges for future edge computing:

– To provide the maximal performance on a strictly limited energy budget, appli-
cation-specific ultra-low power design methods for hardware and software are
required. In wearable wireless sensor networks (WSNs), e.g., this involves a
specific selection of components, a space-constrained construction and an ap-
propriate software design to enable precise long-term sensing of movement data
despite the limited battery capacity.

– In the IoT, the number of interconnected battery-powered edge devices has
grown continuously within the last years. However, such energy-constrained
devices often lack of sophisticated security mechanisms due to the computa-
tional complexity of cryptographic algorithms and the related energy demand.
Therefore, insufficient communication security has been valued as a serious risk
for IoT edge computing and as one of the most critical challenges in this field.

– As the limited energy budget also limits the wireless connectivity, appropri-
ate low power wireless technologies like Bluetooth Low Energy (BLE) come
with low bandwidth and restricted flexibility. The access to the packet trans-
fer timing schedule of BLE is blocked to ensure a reliable connectivity, which
however makes precise wireless synchronization extremely difficult for wear-
able WSNs. Furthermore, the bandwidth limitation complicates the implemen-
tation of Transport Layer Security (TLS)-based security mechanisms that rely
on mutual authentication and thus the timely transfer of long certificates and
handshake messages.

• Stationary Embedded Systems (addressed in Chapter 5)

Stationary embedded systems are usually a sub component of other systems. In
the consumer sector they often constitute the control unit of electrical appliances,
whereas in the industrial sector they take over control tasks of processing plants and
other industrial processes. Many industrial control tasks place high requirements on
the control system like real-time capability, guaranteed control stability and handling
of a large number of system components and parameters. Model Predictive Control
(MPC) arose as an appropriate control method that is able to fulfill these require-
ments by additionally complying strictly to specific constrains. This method is based
on a continuous optimization of the desired control output, which considers all pos-
sible future states of the system within a predefined prediction horizon. However, the
complexity of the underlying optimization algorithms causes MPC to be a compute-
and memory-intensive process, which made it unfeasible for energy-constrained em-
bedded implementations for a long time. Therefore, MPC often runs on dedicated,
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energy-hungry computer systems instead of embedded platforms. The realization of
embedded MPC systems and therewith a significantly more energy-efficient imple-
mentation poses great challenges on the embedded system design:

– In the last decades, high-performance computing tasks like MPC profited signif-
icantly from new hardware computing platforms that offer massive parallelism
like FPGAs. Compared to sequential processing on a CPU, they provide a com-
parable performance at significantly lower operating frequencies and energy de-
mands due to dedicated hardware structures. However, the system design holds
major design challenges due to FPGA-specific characteristics, such as limited
amount of high-bandwidth memory and hardware resources.

– This leads to design tradeoffs between memory bandwidth and size, degree of
parallelism, needed hardware resources and real-time capability.

– Hardware-based implementations require a significantly higher and more chal-
lenging implementation effort than software-based implementations. Further-
more, they become more efficient the more they are dedicated for a specific
application, and thus lose flexibility.

Contributions and Thesis Structure

The scientific approaches presented in this work have been investigated and evaluated with
respect to system architecture, application and design methodology in order to manage the
vast number of potential design decisions (Figure 1.6).

Figure 1.6: Design strategy: Investigating systems with respect to architecture, application and
methodology.

All scientific investigations have been conducted in the context of appropriate embedded
system applications and evaluated with dedicated implementations on real hardware. Ta-
ble 1.3 shows the key aspects of these applications and in which chapters of this thesis they
are discussed.

The architectures for these applications — such as computing hardware platform, mem-
ory subsystem, implementation strategy, etc. — have been worked out in particular design
space explorations. Table 1.4 gives an overview of the respective design decisions.
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Autonomous Mobile Stationary
Embedded Systems Embedded Systems Embedded Systems

Small-Scale,
Self-Powered
Sensors and
Wearables
Chapter 2

Wearable Wireless
Sensor Networks

Chapter 3 Embedded Control
for Industrial

and Infrastructure
Systems

Chapter 5

Secure,
TLS-based IoT
Infrastructures

Chapter 4

Table 1.3: The embedded system applications that have been investigated in this work and their
related chapters of this thesis.

Autonomous Mobile Stationary
Embedded Systems Embedded Systems Embedded Systems

TI MSP430FR
Hardware Platform

ARM Cortex M
Hardware Platform

Xilinx Zynq
Hardware Platform

Kinetic & Thermal
Energy Harvesting

Bluetooth
Low Energy

Parallelized FPGA
Implementation

Nonvolatile
FRAM Memory

MEMS
Sensors

Table 1.4: Overview of the architectural properties and design decisions.

To face the challenges under the given constrains, specific design methodologies have been
applied for the research. These methodologies are summarized in Table 1.5 and intensively
discussed in the corresponding chapters together with the related contributions.

Autonomous Mobile Stationary
Embedded Systems Embedded Systems Embedded Systems

Power-Neutral
System Design

Ultra-Low Power
System Design

High-Level
Synthesis

Proactive Transient
Computing

Perfect
Forward Secrecy

Embedded Model
Predictive Control

Predictive Power
Loss Detection

Wireless
Synchronization

Structural Data
Compression

Real-Time
Processing

Table 1.5: Overview of the applied design methodologies in the research of the addressed categories
of embedded systems.
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Most scientific contributions presented in this thesis have been published in conference and
journal papers [31–59]. An overview of the chapters and the related key contributions is
given below:

• Chapter 2: Proactive Transient Computing for Embedded Energy Harvesting Sys-
tems [47, 51, 58]

A state-of-the-art approach for ensuring forward progress despite power losses is
called ckeckpointing [60–62], in which the volatile system context of the processor
is preserved through power losses by using nonvolatile memories. However, related
work is limited to reactive principles that detect power losses only on short notice,
which, e.g., makes the finalization of atomic operations nearly impossible.

In this chapter, a new proactive and harvester-aware transient computing is proposed,
which considers the internal state of kinetic energy harvesters to predict potential
power losses. Furthermore, a new predictive checkpointing method is presented that
monitors the exciting physical quantity of thermoelectric harvesters to predict the fu-
ture trend of the energy budget. Therewith, this work makes a proactive power loss
handling for transient computing systems possible and shows how potential power
losses can be detected up to an order of magnitude earlier than related work. More-
over, particular cold-start optimization techniques are presented in order to signifi-
cantly reduce the system cold-starts. This is essential for Power-Neutral systems that
employ short output-duration harvesters, as the cold-start period length determines
whether an operation is possible at all. Whereas related work either ignored the cold-
start phase in their evaluation or reported cold-starts in the range of seconds [63], this
work shows how the cold-start period can be minimized to as low as 75 milliseconds.

• Chapter 3: Wearable Wireless Sensor Networks for Professional Sport Perfor-
mance Analysis [32–36, 39–41, 46]

Long battery lifetimes for mobile microelectronic devices can only be achieved by
a comprehensive combination of embedded software and hardware (hardware-soft-
ware codesign). Therefore, the system design in this work follows an application-
specific cross-layer approach from embedded software down to hardware. In order
to cover many of the respective design challenges within one area of application, this
chapter is devoted to wearable movement sensing in professional sports, in which
electronic sensor devices became more and more important for in-filed sports perfor-
mance analysis [64, 65]. Small-scale sensors like micro electromechanical systems
(MEMSs) and Inertial Measurement Units (IMUs) have shown to be suitable to an-
alyze the movements of athletes [66–68]. However, the system design of wearable
sensor devices — ranging from embedded analysis algorithms down to the low power
hardware design — represents great challenges due to the limited energy budget and
processing power of mobile embedded devices [69].
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In this chapter, a new hardware design approach of a wearable sensor device is pre-
sented, whose inertial measurement performance and accuracy is capable of compet-
ing with state-of-the-art stationary laboratory equipment of professional sport perfor-
mance analysis systems. Furthermore, a new wireless synchronization method for
BLE is proposed that allows for low power real-time movement sensing with mul-
tiple wearable sensor devices. By exploiting specific characteristics in the current
profile of the BLE chip, a synchronization error of less than 10 microseconds has
been achieved. Compared to BLE synchronization methods in related work [70–73],
this work represents the lowest synchronization error at the time of research.

• Chapter 4: Low Power High-End Security for the Internet of Things [52–55, 59]

Advanced communication security protocols like TLS rely on complex and computa-
tionally intensive cryptographic algorithms, which are known for their computational
complexity and related high energy requirements [74–77]. Therefore, related work
proposed lightweight security algorithms as an energy-friendly alternative for wire-
less bandwidth-limited and energy-constrained IoT edge devices [78–81]. However,
lightweight security protocols also come with reduced security levels, which is why
many state-of-the-art approaches constitute serious security risks for edge computing.

This chapter shows how TLS can be optimized and implemented on resource-cons-
trained, battery-powered IoT edge devices with bandwidth-limited wireless commu-
nication to ensure years of battery lifetime despite frequent communication.

• Chapter 5: Embedded Model Predictive Control for Technical Infrastructure Fa-
cilities [48]

MPC is the appropriate control technique for large systems as it can handle multi-
ple interdependencies by predicting and considering its control states in the future
(prediction horizon). The evolvement of computing platforms that exhibit massive
parallelism like FPGAs enabled the feasibility of MPC implementations in an em-
bedded and low power fashion during the last decade [82–85]. However, limited
amount of available hardware resources, e.g., high-bandwidth memory, on FPGAs
at the time of research also limited the complexity and possible prediction horizon
length of potential control tasks. Therefore, FPGA-based MPC was more or less un-
feasible for environmental and smart infrastructure systems in which long prediction
horizons are inevitable for a stable operation [86].

In this chapter, a new data compression strategy is presented for an embedded MPC
task on FPGAs, which allows for a prediction horizon that is significantly longer than
in related work. The control task is dedicated for a smart water supply infrastructure
system and the presented low power implementation enables to be embedded in the
electronic circuitry of a modern water pump.
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Many contributions have been worked out in collaboration with industry partners and other
scientists:

• Parts of the work on Proactive Transient Computing for Embedded Energy Harvest-
ing Systems have been conducted together with M.Sc. Vitor Kieling, and therefore
are also discussed in his master thesis [87].

• The work on Wearable Wireless Sensor Networks for Professional Sport Performance
Analysis has been conducted in collaboration with the Institute for Sports and Sport
Science of the University of Dortmund and the department of Prof. Dr. Thomas
Jaitner. Related scientific research is discussed in the dissertation of Dr. Marcus
Schmidt [88] and will be discussed in the upcoming dissertation of Dipl.-Ing. Sebas-
tian Wille.

• The work on Low Power High-End Security for the Internet of Things has been con-
ducted in collaboration with KSB AG in Frankenthal and other scientists of the Mi-
croelectronic Systems Design Research Group at the University of Kaiserslautern.
Further scientific research will be discussed in the upcoming dissertations of M.Sc.
Frederik Lauer and M.Sc. Maximilian Schöffel.

• The work on Embedded Model Predictive Control for Technical Infrastructure Fa-
cilities has been funded by the German Ministry for Economic Affairs and Energy
(funding no. 03ET1278C) and conducted in collaboration with the Department of
Control Systems at the University of Kaiserslautern, held by Prof. Dr.-Ing. Steven
Liu. The associated scientific research from the control systems perspective is dis-
cussed in the dissertation of Dr.-Ing. Felix Berkel [89].

There are further contributions that have been published, but which are not explicitly dis-
cussed in this thesis:

• Analysis of the retention behavior of Double Data Rate (DDR)3 and DDR4 Dynamic
Random Access Memory (DRAM) Dual Inline Memory Modules (DIMMs) [38, 43–
45].

• Capacitive monitoring of human nutrition [31].

• New education methods for physics lessons with augmented reality [50, 56].

• Evaluation of embedded machine learning on low power GPUs [49].

• New system concepts for a precise, radio frequency (RF)-based indoor localization
system [37, 42].

• New methods to incorporate miniaturized sensor units into machine elements for the
monitoring of the operational state and oil quality [57].
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Outline

As shown in Figure 1.7, this thesis consists of seven chapters, of which chapter 2 to 5
discuss energy-related design challenges of embedded systems and present new scientific
contributions. Each of these chapters focuses on a specific category of embedded systems
as defined in Table 1.2. Chapter 6 presents a conclusion to the previous chapters and points
out future work. And chapter 7 presents a German summary of this thesis.

Figure 1.7: Structure and outline of this thesis.





Chapter 2

Proactive Transient Computing for
Embedded Energy Harvesting Systems

”Inmitten der Schwierigkeiten liegt die Möglichkeit.”

Albert Einstein

This chapter addresses energy-specific design challenges of autonomous embedded sys-
tems, i.e., battery-free devices that scavenge their entire operational energy from the envi-
ronment using energy harvesters (Table 2.1).

Autonomous Mobile Stationary
Embedded Systems Embedded Systems Embedded Systems

Table 2.1: This chapter addresses autonomous embedded systems that are powered by energy har-
vesting.

Energy harvesting is a promising design concept for powering autonomous embedded de-
vices. But, their power output is usually unstable and transient. Without proper measures,
this leads to unpredictable power losses for the load system. As far as conventional em-
bedded systems are concerned, this results in frequent restarts of the Microcontroller Unit
(MCU) and hinders the application to make a continuous forward progress. A well-known
strategy to prevent the system from being at the mercy to such power losses is to employ
an energy buffer. The harvested energy is stored and the load system spends most of the
time in power-down mode. Once enough energy has been collected, the system can start
its operation and perform a reliable execution due to a dependable amount of energy in the
buffer. This concept is known as Energy-Neutral system design, as the system as a whole
only consumes the energy that has been harvested, no additional energy needs to be fed
into the system [90–93]. However, the energy buffer involves several drawbacks, such as
specific space occupation, cost and efficiency degradation [94]. The latter drawback comes
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from the fact that common electrochemical energy buffers, such as rechargeable batteries,
suffer from aging effects after experiencing many charge and discharge cycle. As energy
harvesting-powered systems often show many charge cycles within a small amount of time,
aging effects are likely to affect the system efficiency early after system deployment.

An alternative concept that completely omits energy buffers is known as Power-Neutral
system design, as the harvested power is not buffered over time but consumed instantly [95].
As a result, these systems experience frequent and mostly unpredictable power losses.
Therefore, they are called transient computing or intermittently powered systems.

These systems can be divided into state-of-the-art reactive and proactive transient com-
puting systems. Reactive systems detect upcoming power losses only at very short notice,
i.e., in the range of microseconds. Therefore, they must react to the upcoming power loss
immediately and stop all regular execution. This leads to strictly limited application possi-
bilities, as, e.g., a reliable finalization of atomic operations becomes nearly impossible. In
contrast, proactive systems exploit physical interrelations of the transduction in the energy
harvester as well as physical properties of its exciting physical quantity to predict possible
power losses significantly earlier, i.e., in the range of milliseconds to seconds. Whereas re-
active systems are limited to applications, where sudden interruptions of the code execution
can be tolerated, proactive systems are promising candidates for replacing many conven-
tional embedded systems by a more sustainable solution. This thesis focuses on proactive
transient computing systems and faces some of the new design challenges, which have not
been addressed by related work before.

This chapter is structured as follows: Section 2.1 covers the technical background of
transient computing systems and highlights the differences to conventional embedded sys-
tems design. Furthermore, the specific design challenges are discussed together with related
work. Section 2.2 presents the new scientific contributions for Power-Neutral transient
computing systems.
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2.1 Technical Background, Scientific Challenges and Re-
lated Work

Many design aspects and challenges for transient computing systems are different from
those of conventional microelectronic systems. Figure 2.1 shows the design space that
contains the relevant technological aspects of Power-Neutral transient computing systems.

Transient
Computing

Systems

Energy Harvesting Technology (Section 2.1.1):
As the one and only source of power, the harvesting
technology, a dedicated voltage conversion with
maximum power point tracking (MPPT) form the
base of every transient computing system.

Hardware Processing Platform (Section 2.1.2):
In contrast to battery-powered systems, transient
computing systems are very sensitive to the transient
characteristics of the MCU and the other hardware.
Furthermore, most concepts require an energy-friendly and
high-endurance nonvolatile memory (NVM) technology
for their data to survive power losses.

Forward Progress Principle (Section 2.1.3):
Principles that ensure a continuous forward progress
of the application despite frequent power losses.

Power Loss Detection (Section 2.1.4):
Methods that allow to detect upcoming power losses just
before they occur so that the MCU can react properly.

Power Neutrality Concept (Section 2.1.5):
Concepts that ensure a high system efficiency by, e.g.,
dynamically adjusting the system load to match the
harvesters’ current output power intensity.

Figure 2.1: Designs space and technological aspects of Power-Neutral transient computing systems.

The shown design space equally applies to reactive and proactive systems. The distinc-
tion between reactive and proactive systems is mainly reflected in the applied power loss
detection method and the subsequent power loss handling, as discussed in the respective
section.
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2.1.1 Energy Harvesting Technology

The basic concept of energy harvesting is to scavenge energy from environment and trans-
form it to electrical energy. Therefore, energy harvesters or transducers exploit specific
physical effects, e.g., the photo electric effect, to generate electricity out of the targeted
energy source, e.g., light. More technical details can be found in the appendix Chapter B.2.
Figure 2.2 gives an overview about different environmental sources of energy harvesting
and related work.

Energy
Harvesting
Technology

Kinetic Energy Harvesting [63, 91, 96–98]
Contribution in this thesis in Section 2.2.1

Thermal Energy Harvesting [90, 99–107]
Contribution in this thesis in Section 2.2.2

Solar Energy Harvesting [90, 92, 93, 108–111]

RF Energy Harvesting [112–114]

Figure 2.2: Environmental sources of energy harvesting and overview of related work.

Table 2.2 shows typical transduction principles of energy harvesting and their basic princi-
ple of function.

Source Transduction Signal Principle Requirement

Kinetic

Piezoelectric AC Apply compression on crystalline materials
Electromagnetic AC Change of magnetic field under movement Motions or
Electrostatic AC Change of electric field under movement vibrations
Triboelectric AC Frictional contact of two different materials

Thermal
Thermoelectric DC Spatial temperature gradient Temperature
Pyroelectric AC Temporal temperature difference difference

Solar Photovoltaic DC Convert light into electricity Bright environ-
ment

RF RF radiation AC Convert electromagnetic wave into electricity Radio coverage

Table 2.2: Typical energy harvesting sources and techniques [115].

The electrical characteristics of an energy harvester, i.e., its output voltage range and form
(direct current (DC) or alternating current (AC)) as well as its power output intensity and
duration, depends on the size of the transducer, the intensity of the scavenged environmental
energy and how the transducer exploits the underlying physical effect. Table 2.3 shows
typical electrical output characteristics for small-scale energy harvesters as reported by
related work.
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Source Transduction Reported Power Output

Kinetic

Piezoelectric 49µW/cm2 (walking, 3km/h) [116]
Electromagnetic 140mW (low frequency vibrations) [117]
Electrostatic 50µW [117]
Triboelectric 370µW/cm2 (wind, 15m/s) [118]

Thermal
Thermoelectric 14µW/cm2 (on human wrist) [101]
Pyroelectric 10nW (per chemical reaction) [119]

Solar Photovoltaic 7mW/cm2 (at 128klux) [120] to 26.7mW/cm2 (at
128klux) [121]

RF RF radiation 100µW (2 feet distance to Wi-Fi router) [113]

Table 2.3: Typical electrical output characteristics for small-scale energy harvesters [115].

Due to these distinct characteristics, different harvesters require different evaluation circuits
to make their output usable for an embedded system. Typical components of such circuits
are listed below:

• Rectifier, in case the harvester has an AC output

• Voltage converter, such as a buck/boost converter, in order to convert the varying
harvester output voltage to a constant MCU-compliant supply voltage.

As shown in Figure 2.3, these circuits impose different efficiency losses along the energy
flow, all the way from environmental energy scavenging up to providing a stable voltage for
the load system. A major design challenge in implementing an energy harvesting system is
to minimize these conversion losses and to reduce the cold-start overheads.

Figure 2.3: Typical losses along the energy flow in the energy harvesting subsystem.

In related work, energy harvesting has been employed as power supply technology for
a long time, especially in, according to the application, obvious reasons such as solar
cell-powered outdoor wildlife monitoring [93]. In the recent years, it has gained a lot
of attraction for the upcoming application field of wearable electronic devices. Specifi-
cally, those harvesting technologies that scavenge energy from human motion [99, 122],
e.g., kinetic [63, 91, 96] and piezoelectric harvesters [117], or from human body tempera-
ture [101–104]. With InfiniTime [90], a wearable was proposed that utilized human body
heat combined with small solar cells. Besides wearables, human body heat has specif-
ically shown to power implantable medical devices [100]. Other works employed solar
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cells to harvest energy from the indoor and outdoor light [108, 110], or even proprietary
harvester setups like ferro-electret insoles for a step counter [123]. Many wearable sys-
tem designs targeted the emerging health care field and Internet of Things (IoT), in which
energy harvesting was used to facilitate the idea of autonomously powered devices. Such
devices continuously monitor parameters like skin temperature [92], ultra violet (UV) irra-
diance [108] or heart rate [109]. In contrast to classical energy harvesting approaches, the
field of wearable devices holds many new design challenges, mostly due to the restrictions
with respect to size, weight and strictly limited output power [99].

Most of the discussed works follow an Energy-Neutral design approach, since they ei-
ther use a super capacitor or a small rechargeable Lithium battery to hide the transiency of
the harvester source to the load system [63, 90–93, 96, 109, 110]. Thus, their relevance to
this thesis is limited to the energy harvesting technology. One of the first battery-less, en-
ergy harvesting-powered applications was the Wireless Identification and Sensing Platform
(WISP) [112], which is based on radio frequency (RF) harvesting and proposed for radio
frequency identification (RFID) applications.

Ma et al. [115] gave a comprehensive overview of related work about energy harvesting-
based developments for mobile microelectronic systems that also considers intermittent
computing approaches.

2.1.2 Hardware Processing Platform

In conventional embedded systems, the hardware processing platform is usually based on
an MCU that fulfills the system requirements in terms of performance characteristics and
peripheral features. However, regarding Power-Neutral transient computing systems, there
are additional specific requirements imposed on the processing platform.

Specific Requirements

Since energy harvesters typically come with low conversion efficiencies and thus low power
outputs, a low power consumption is essential. Whereas most MCUs are optimized for
low average energy demands, the peak power demand is the most relevant characteristic
for Power-Neutral transient computing systems. This peak demand must not exceed the
capabilities of the respective harvester, which might be at microwatt levels (Table 2.3).

High flexibilities with respect to the tradeoff between computing performance and po-
wer demand allow for a fast and dynamic scaling of the power demand. This is important in
order to adjust the load to the highly varying power output of the harvester. The matching
between harvester output and system load determines the degree of power neutrality, and
thus the overall system efficiency (see Section 2.1.5).

For conventional embedded systems design, the transient characteristics of the process-
ing hardware are negligible. However, in transient computing systems, frequent power
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losses and subsequent power returns cause plenty of cold-starts of the entire hardware.
Thus, the transient characteristics such as start-up energy, oscillator settling time and ini-
tialization delay have a significant influence on the system efficiency and the relationship
between the time-limited power availability and forward progress.

In order to conserve the volatile system data through power losses, a nonvolatile memory
(NVM) is required (see Section 2.1.3). It is important to employ high-endurance types to
guarantee that the lifetime of the product is not limited and not susceptible to the total
number of power losses. NVMs based on Flash or electrically erasable programmable
read-only memory (EEPROM), e.g., restrict the number of possible power losses due to
their low endurance such that their applicability for transient computing systems is limited.
In contrast, emerging technologies like ferro-electric RAM (FRAM) or Magnetoresistive
RAM (MRAM) come with almost unlimited endurance. More information about different
state-of-the-art NVM technologies can be found in the appendix Chapter B.3.

Appropriate Platforms

Due to the specific requirements for the hardware processing platform, different hardware
architectures have been applied for transient computing systems by related work as shown
in Figure 2.4.

Hardware
Processing
Platform

FRAM-based MSP430FR [61, 62, 90, 92, 94, 111, 123–128]
Contribution in this thesis in Section 2.2.1

Flash-based MCU [60, 93, 96, 109, 110, 112, 129–131]
Contribution in this thesis in Section 2.2.2

Nonvolatile Processor [132–134]

Figure 2.4: Different hardware processing platforms for transient computing systems and overview
of related work.

Early works mostly employed conventional MCUs with embedded flash memory [112]. As
these approaches used this flash memory for Checkpointing (CP) [60] (Section 2.1.3), they
experienced significant backup overheads compared to recent works that employed more
advanced NVM technologies.

With the MSP430FR series [135], Texas Instruments has developed a commercially
available 16-bit MCU that incorporates nonvolatile FRAM on chip. This FRAM can be
configured as unified memory, which means that it can be used as program memory and
regular random access memory (RAM), omitting the requirement for data backup of the
RAM content. Due to this high degree of on board nonvolatility, the MSP430FR series
has broadly been applied to transient computing systems in research for years. Besides
its nearly unlimited endurance, FRAM has shown to offer up to 1000 times faster write



26 Proactive Transient Computing for Embedded Energy Harvesting Systems

capability with at the same time up to 100 times lower power demand compared to Flash-
based MCU systems [136]. To support transient computing on their devices, TI offers a
compute through power loss (CTPL) library that provides an application programming in-
terface (API) to dynamically backup and restore the volatile state of specific peripherals
on chip. The popular works Hibernus [62] and QuickRecall [61] proposed two pioneering
CP approaches for the MSP430FR series, which mainly differ in the memory mapping.
Hibernus uses the conventional static random access memory (SRAM) memory as main
working memory and backups all the data to FRAM just before a power loss. QuickRecall
in contrast, utilized the ability to use the FRAM as unified memory, i.e., substituting the
SRAM with a specific address range of the FRAM. This way, the CP backup process does
not have to back up the SRAM content. However, since FRAM has a lower energy effi-
ciency than SRAM, this approach results in a higher energy demand during operation than
Hibernus [124]. On the other hand, QuickRecall outperforms Hibernus for high frequen-
cies of power interruption [124]. However, a general rule cannot easily be derived. Kim et
al. [125] conducted a comprehensive analysis about how the memory mapping affects the
energy consumption of FRAM-based embedded devices. They conclude that an average of
50% of energy savings can be achieved, when the memory mapping is specifically adjusted
to the specific application.

Besides FRAM-based MCUs, the popular flash-based MCU ARM Cortex M series have
been subject of several studies. Balsamo et al. [129, 130] evaluated the integration of Hi-
bernus into ARM mbed [137], a popular programming framework for ARM controllers.
The implementation required an additional capacitance of 1000µF [129] up to almost
5000µF [130] to ensure a reliable CP backup procedure, whereas for the FRAM-based
implementation only 16µF was sufficient [62]. Besides the significantly higher energy
demand for programming flash memory, one reason for this is that flash requires an energy-
hungry erase procedure prior to programming.

A rather unconventional type of NVM has been used by Ghodsi et al. [138] who evalu-
ated their optimal CP approach on a system that employed Resistive RAM (RRAM).

The use of Nonvolatile Processors (NVPs) [133] in transient computing systems is a
hardware-based solution that theoretically omits the need of CP as all memory cells inside
this type of processor are realized using NVM technologies [132]. However, compared
to SRAM, which is the state-of-the-art technology for processor-internal memory cells,
most NVM technologies impose energy overheads [124, 126, 139] and special hardware
requirements [140]. At the time of this research, NVPs are not yet commercially avail-
able [94] [126] [134], and remain a theoretical research topic with limited relevance for
practical transient computing systems.
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2.1.3 Forward Progress Principle

Central Processing Units (CPUs) and MCUs require a minimum voltage VCPU min to op-
erate. In the event of a power loss, i.e., once the supply voltage VCC drops below this
minimum, the execution of instructions stops immediately and all volatile data is lost or at
least corrupted. On power return, usually a power-on reset is issued and the MCU starts
over from scratch by executing the first instruction in the program code. Thus, frequent
power losses cause a perpetual restarting of the MCU and hamper the application from
making a steady forward progress. Therefore, technical concepts that guarantee a forward
progress for transiently powered devices despite frequent power losses are essential. Fig-
ure 2.5 shows the state-of-the-art forward progress principles that have been employed by
related work.

Forward
Progress
Principle

Checkpointing (CP) [60–62, 126, 127, 129, 130, 139, 141–143]

Task-based Application Design [140, 144–151]

Utilizing Nonvolatile Processors (NVPs) [132]

Figure 2.5: Different forward progress principles for transient computing systems and overview of
related work.

Checkpointing

The basic idea of Checkpointing (CP) is to back up the volatile context, e.g., registers,
stack and RAM content, of the MCU to an NVM just before a power loss. After power
return, the context is restored from the NVM and the MCU continues its code execution
where it stopped before. Consequently, CP requires some sort of NVM and in most cases
a power loss detection (PLD) (Section 2.1.4) method that detects power losses before they
actually occur. CP can be done on demand, i.e., just before a power loss, or at predefined
checkpoints in the application. On-demand CP — also known as dynamic CP — requires
a continuously working PLD method in order to detect upcoming power losses, e.g., by
detecting when VCC deceeds a threshold Vth. This procedure is shown in Figure 2.6, where
the CPU activity is illustrated to be dependent on the voltage supply level VMCU and split
into restore and backup procedures before and after normal execution. The threshold Vth
is split into the voltage levels Vth− and Vth+ to ensure a hysteresis between PLD and iden-
tification of a power return. The continuous PLD results in a continuous overhead, but in
return only issues CP backup and restore operations when required, thus saving overheads
due to futile NVM write operations. Useless operations are only issued in the seldom case,
where VMCU does not fall below VMCUmin after falling below Vth− (marked as ∗) in Fig-
ure 2.6). In contrast, CP with predefined checkpoints — also known as static CP — saves
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the MCU context frequently, e.g., at each loop iteration or function call. Therefore, all re-
sults that have been computed after the last checkpoint are lost once a power loss occurs.
This method requires a careful design to be resilient against corrupted checkpoints, as the
power loss can occur during the backup process. It also causes an overhead due to many
useless NVM write operations, but, in return, does not require a continuous overhead for
PLD. An advanced approach is to activate a specific PLD method at the predefined check-
points, and only issue CP when the power is likely to be lost until the next checkpoint. The
energy overhead of CP depends on the employed PLD method and the energy demand of
the NVM read and write operations. The latter strongly depends on the type of NVM and
the amount of data that must be preserved.

Various CP methods were proposed for transient computing systems to preserve the
volatile CPU state through power loss using NVMs [60–62]. Besides the CPU state,
some works specifically addressed the challenges of preserving the context of peripher-
als [127, 141, 142].1 In Mementos [60] the checkpoints are placed inside the application
code at specific positions. A mathematical optimization of the checkpoint positioning in
the application code has been presented with FlexiCheck [143]. In contrast, QuickRe-
call [61] and Hibernus [62] proposed to perform CP on demand, i.e., at run-time just before
a power loss is about to occur. On demand CP enables a sufficient exploitation of the avail-
able energy as it maximizes the execution time and thus forward progress. But it leads to
interruptions of the application at any position, so that proper termination of specific tasks
cannot be ensured. As a solution, related work proposed to accumulate energy in advance
for proper task termination [111,145,152]. But these proposals result in an Energy-Neutral
system concept, which, however, has been valued as inevitable energy-intensive tasks [150].

Task-based Application Design

A task-based application design can help to significantly reduce the amount of data that
must be saved to NVM before power loss. Whereas on-demand CP usually requires to back
up the entire volatile context of the MCU, task-based design aims at only preserving task
results and program pointers. A simple but representative example is an application that
uses no global variables and a lot of function calls. Here, upon each new function call, only
a little RAM data is required from the previous function. However, the advantage of fewer
amount of backup data comes at the cost that tasks, who have been interrupted must always
be restarted from scratch as shown in Figure 2.6. Furthermore, task-based approaches tend
to needless backups (marked as ∗) in Figure 2.6), due to more frequently appearing backup
procedures compared to CP. Therefore, the task granularity must carefully be matched to
the expected power availability periods.

Early proposals like Dino [147], Ratchet [151] and Chain [148] relied on manual CP
instruction insertions in the code, which comes with the drawback of obliviousness to the

1This paragraph has already been published in [51]
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available energy [143]. A more advanced principle is to consider the transiency of the
power supply like the task decomposition proposed in CleanCut [144]. Dedicated task
control systems that execute tasks when the energy conditions are matching, can help to
achieve a higher energy utilization for storage-less sensor nodes [146]. A specific method
is to annotate the tasks with their respective energy and run-time requirements [145]. Other
approaches are anytime algorithms concepts for transiently powered devices. Instead of
aiming at finishing tasks, the respective computational results are successively approached
depending on the available energy. Thus, at power losses the current result is taken and
computed towards higher accuracy in the consecutive power cycle [153].

As task-based CP operates more or less agnostic to upcoming power losses, inconsis-
tencies and in the NVM, e.g., due to interrupted CP backup write procedures, are a common
problem. Proposed solutions range from multiversioning of inter task data [148] over en-
suring idempotence of the task stream on hardware [149] to privatization of the task-shared
data [140].

Figure 2.6: Comparison of the common forward progress principles.
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Utilizing Nonvolatile Processors

A Nonvolatile Processor (NVP) is a hardware-based concept that incorporates only non-
volatile memory cells inside the MCU [133]. Therefore, NVPs omit the necessity of the
forward progress principle methods discussed above, as nonvolatile memory cell contents
do not need to be preserved through power losses. However, as discussed in Section 2.1.2,
they are not commercially available at the time of this research and thus are not further con-
sidered in this thesis. For comparability purposes, Figure 2.6 incorporates the theoretical
forward progress principle of NVPs during power losses.

2.1.4 Power Loss Detection

A central challenge of transiently powered devices that employ CP is to detect upcom-
ing power losses just before they occur. At the point in time of the detection, a minimal
residual energy must be left to allow the MCU to back up its volatile context to the NVM.
Figure 2.7 gives an overview about different power loss detection (PLD) methods, which
can be divided into reactive and proactive principles as discussed in the following.

Power
Loss

Detection

Monitoring the supply voltage
[60–62, 94, 108, 124, 126, 127, 129, 130, 141]

(Reactive PLD, state-of-the-art)

Monitoring the excitation of the harvester [128, 143, 146, 154]
(Proactive PLD, advanced state-of-the-art)
Contribution in this thesis in Section 2.2.2

Monitoring the internal state of the harvester
(Proactive PLD, beyond state-of-the-art)
Contribution in this thesis in Section 2.2.1

Figure 2.7: Different power loss detection methods for transient computing systems and overview
of related work.

Monitoring the Supply Voltage

The state-of-the-art approach is to continuously monitor the supply voltage and to identify
any voltage dropping that might indicate an upcoming power loss. Due to the decoupling
capacitance, there is a specific energy left in the system once the supply voltage drops. Un-
til it reaches the minimum operating voltage of the MCU, this energy can be used for CP
backup. Depending on the respective energy demand, additional capacity must be added
to the system to ensure sufficient backup energy. Figure 2.8 shows how the voltage-based
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power loss detection functions during a power loss, where MCU represents the load sys-
tem, CD the overall decoupling capacitance and G the energy harvester that is protected by
a diode from drawing current from the system when it is inactive.

Figure 2.8: Power Loss Detection by monitoring the supply voltage.2

At the time where the harvester is active the load current i is provided solely by the har-
vester. In the event of an upcoming power loss, i.e., when the harvester became inactive at
tHV Off , the load current i is provided by the decoupling capacitance CD and the supply
voltage VMCU drops as CD is discharged. VMCU is monitored by a comparator that recog-
nizes when voltage drops below the threshold voltage Vth− at tPLD. This is the time where
the MCU detects the power loss and must issue the backup procedure and finalize it before
VMCU drops below the minimum operating voltage VMCU min at tSystem Off .

Considering the discharge behavior of a capacitor vC(t) = V0 ∗ e−
t
τ , the remaining

power supply duration time tPSD = tSystem off − tPLD can be calculated by

tPSD = −VCC
i
∗ CD ∗ ln

(
VMCU min

Vth

)
. (2.1)

To enable a fast system start-up, the decoupling capacity is usually kept as small as possible
for Power-Neutral transient computing systems. According to Equation 2.1, tPSD is usually
small, which will be illustrated by the following example calculation: The MSP430FR5869
MCU [155] by Texas Instruments is a typical representative of the widely employed FRAM-
based MSP430FR series. Texas Instruments recommends a minimum decoupling capacity
of CD = 2.2µF . By using characteristic values reported in the data sheet, i.e., an active
operating current of about i = 1mA, a supply voltage of VCC = 3.0V and a minimum
operating voltage of VMCU min = 1.85V , together with the PLD threshold value used in
Hibernus [62], Vth = 2.17V , tPSD is determined to:

2Graphic has already been published in [47, 51]
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tPSD = −3.0V

1mA
∗ 2.2µF ∗ ln

(
1.85V

2.17V

)
≈ 1ms (2.2)

Equation 2.2 indicates that state-of-the-art voltage-based PLD methods require the MCU
to react immediately and initiate the CP backup procedure, which must be finished within
1 millisecond in the given example. This is why these methods are referred to as reactive
PLD methods in this work.

In Mementos [60], PLD was performed at predefined checkpoint positions, at which an
analog to digital converter determines, whether the supply voltage is below a given thresh-
old or not. Hibernus [62] and QuickRecall [61] proposed to perform CP on demand. To
detect upcoming power losses, the supply voltage is monitored continuously by compara-
tors with static thresholds. This way however, the PLD cannot be adapted to the dynamics
of the harvester [124]. As a solution, Hibernus++ [94] proposed to adapt the PLD at run-
time by introducing a self-calibrating circuit that adjusts the threshold to the properties of
the harvester and the load. However, all discussed PLD methods, including those in other
CP proposals [139, 141], basically identify power losses when the supply voltage falls be-
low a given threshold. Such voltage-based methods only provide a PLD in the short run,
thus only enabling a reactive transient computing. Where applicable, these methods require
additional capacitances for CP that cause the system start-up to decelerate.3

Reactive transient computing may be sufficient for systems that employ advanced NVM
technologies like FRAM that allow for a backup procedure in a very short time and with
very little energy demand [124, 136]. However, especially regarding most IoT sensor de-
vices, most systems are based on MCUs and System on Chips (SoCs) that only employ
conventional Flash memory as NVM. Partly because Flash memory requires a block erase
procedure prior to a writing operation, it requires far more energy and time for a CP backup
than, e.g., FRAM [156]. Therefore, voltage-based methods always require large additional
chemical energy buffers for a successful CP backup procedure [129, 157].

Monitoring the Excitation of the Harvester

An advanced state-of-the-art approach is to monitor the excitation of the harvester, i.e.,
its exciting physical quantity, to predict the harvested power levels. This is an emerging
concept towards a proactive transient computing and a promising Power-Neutral alterna-
tive to additional energy buffers. As an example, related work investigated the prediction
of energy for solar harvesters [128]. They used voltage thresholds to decide whether an
intensive task can be finished or not. In [146], past solar radiation data was considered,
and in [154], variations in the historic data were used to predict short-term variations. The
authors of [143] utilized specific knowledge of vibration patterns of machines to predict the
energy of a vibrational energy harvester.4

3This paragraph has already been published in [47]
4This paragraph has already been published in [58]
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In this thesis, a new method for thermoelectric energy harvesters is presented in Sec-
tion 2.2.2, in which the temperature gradient across a thermoelectric generator (TEG) is
monitored by two temperature sensors in order to predict the expectable output power level.

Monitoring the Internal State of the Harvester

A new proactive approach, which has not been explored by related work yet, is to monitor
the internal state of the harvester in order to predict upcoming power losses earlier than by
monitoring its output voltage.

In this thesis, this approach is presented for kinetic energy harvesters in Section 2.2.1.
The internal state of the harvester — as it is reflected in the frequency of its output volt-
age — is exploited to determine how much longer the power supply will be available and
therewith detecting upcoming power losses early on.

2.1.5 Power Neutrality Concept

In contrast to Energy-Neutral systems, Power-Neutral systems are designed to consume the
power that is provided by the harvester instantly. To ensure a good overall system efficiency,
i.e., good level of power neutrality, the load must be identical to the harvester’s maximum
output power, i.e., its maximum power point (MPP). This MPP is subject to continuous
alteration, as the excitation of the harvester strongly depends on changes in its environment
and the transiency of its respective energy source. As a solution, the load system must
employ a maximum power point tracking (MPPT) technique that continuously measures
the harvester’s MPP as well as a load alteration technique that adjust its load to this MPP.
However, such techniques complicate the system design and therefore most related work
did not specifically address this issue but rather just kept the load system requirements
below the average power output level.

Figure 2.9 gives an overview about different techniques and concepts, which have been em-
ployed by related work to achieve a good power neutrality. In transient computing systems,
the quantitative success of the respective concept is referred to as level or degree of power
neutrality.

The state-of-the-art implementation approach to evaluate the harvester’s MPP at run-
time is to monitor the supply voltage while altering the system load. This way, some sort
of a closed-loop control system is realized, leading to the optimal operating point of the
load, i.e., leading to a satisfying level of power neutrality. The most basic concept to adjust
the system load is to employ power gating of various system peripherals. Since this shows
a relatively coarse granularity in load alteration, this technique is mostly used to deal with
macro-scale variations in the harvester’s MPP. A finer granularity can be achieved with
frequency-scaling of the MCU, which exploits the relationship between clock frequency
and current demand of MCUs.
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Power
Neutrality
Concept

No concept (most of related work)
(State-of-the-art)

Power gating of peripherals [108, 158, 159]
(State-of-the-art)

Operating frequency scaling [159–161]
(State-of-the-art)

Optimizing the cold-start period
(Beyond state-of-the-art)
Contribution in this thesis in Section 2.2.3

Figure 2.9: Different power neutrality concepts for transient computing systems and overview of
related work.

Figure 2.10 illustrates how the discussed power neutrality concepts are used to alter the
system load at run-time and shows how they impact the level of power neutrality. It shows
the system efficiency as relationship between the energy harvester power output and the
power profile of the load system. The level of power neutrality is defined as the relation of
used energy Eused and wasted energy Ewasted to the theoretically available energy by the
harvester Emax.

Power Gating of Peripherals and Operating Frequency Scaling

The top region of the graph illustrates the system efficiency for a constant load, i.e., where
no MPPT or comparable power neutrality concept is employed. Since the load profile
Pload is constant, the amount of wasted energy Ewasted, i.e., the energy that is not utilized
by the system, is relatively high compared to the available power of the harvester PMPP .
This leads to a low level of power neutrality. The middle region of the graph shows —
exemplary for three peripherals with different load characteristics — how the power gating
of peripherals can improve the level of power neutrality as Pload can be altered during run-
time to at least roughly approach PMPP . However, the granularity of load alteration is
limited to the usually static load characteristics of most peripherals. A more precise load
alteration is shown in the bottom region of the graph, in which a dynamic scaling of the
operating frequency of the system MCU (fMCU ) enables to change the load profile Pload
finer-grained compared to power gating. The granularity of the load alteration depends on
how precisely fMCU can be set in the given MCU.

In related work, several proposals have been published to adjust the system load as accu-
rate to the MPP of the harvester as possible. Due to the lack of an energy buffer, the imple-
mentation of MPPT like in conventional embedded systems is almost impossible for Power-
Neutral systems [158]. Instead, the MCU must exploit its possibilities in altering its power



2.1 Technical Background, Scientific Challenges and Related Work 35

demand at run-time like dynamic adjustment of the operating frequency [160, 161]. Others
implemented power-gating of peripherals [108, 158] or combined both techniques [159].

Figure 2.10: Comparison of different power neutrality concepts.

Further works did not explicitly target power neutrality, but proposed methods that help
to come close to the intended objective. For instance, to optimize the overall energy effi-
ciency of the system by a holistic analysis that considers the harvester, MPPT technique
and the MCU together [162]. Or by switching the system to retention state once the har-
vested power becomes too weak for normal operation, which can help to prevent power
failures [163].
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Optimizing the Cold-Start Period

The cold-start period is defined as the time when the energy harvester starts providing
electrical power to the system until the MCU is executing its first instruction. In contrast
to conventional embedded systems that come with a reliable energy basis, Power-Neutral
transient computing systems experience many power losses that result in a complete energy
loss in the system and thus undergo a complete cold-start period upon each power return.
Therefore, the cold-start period contributes significantly to their overall power neutrality.
Despite this fact, related work has not yet specifically addressed this issue and commonly
accepted it as unavoidable.

In this thesis, in Section 2.2.3, a deep analysis of the cold-start period is presented
and specific optimization strategies are proposed that show how this period can be reduced
significantly to improve the overall level of power neutrality.
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2.2 New Contributions

In this section, the new scientific contributions of this work in the research field of Power-
Neutral transient computing systems are presented. These contributions are divided into
three topics. The first and the second address the design challenges of proactive systems for
detecting power losses earlier than state-of-the-art reactive systems, and the third addresses
the cold-start challenges of either system types:

• Section 2.2.1 presents how the monitoring of the internal state of a kinetic energy har-
vester enables a harvester-aware transient computing that allows to predict potential
power losses earlier than related work. It particularly shows how this can be utilized
to ensure the finalization of atomic operations, and therewith supplying a solution to
a common limitation of state-of-the-art reactive systems.

• Section 2.2.2 presents how the monitoring of the exciting physical quantity of a ther-
moelectric energy harvester allows to predict its power output levels, which facilitates
a predictive CP mechanism. It particularly shows how this can be utilized to schedule
CP backup procedures on energy-hungry NVMs like Flash memory, and therewith
presents a Power-Neutral alternative to large additional energy buffers as commonly
required by state-of-the-art approaches.

• Section 2.2.3 presents new optimization strategies to significantly reduce the cold-
start period of reactive and proactive transient computing systems and therewith im-
prove the overall level of power neutrality compared to system designs presented by
related work.

All scientific investigations have been conducted on the dedicated hardware evaluation plat-
form EternAlyzer, which is described in the appendix Chapter B.1.
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2.2.1 Harvester-aware Transient Computing for Kinetic Harvesters5

The timely detection of upcoming power losses is essential for a reliable checkpointing
process. Moreover, various applications require early detections to, e.g., ensure the final-
ization of atomic operations. However, common voltage threshold-based methods only
allow short-term detections.

In this section, a new methodology is proposed that allows early detections by exploiting
physical characteristics of the harvester. To this end, a small-scale kinetic energy harvester
has been considered, the MGS26.4 [164] by Kinetron (Figure 2.11), which has been used in
related works for powering autonomous devices [63, 91, 96, 98, 99]. Moving the harvester
stimulates its inner rotating mass (flywheel) to rotate, which in turn drives a micro electro-
magnetic generator that converts this rotation to electrical energy. Due to the inertia of this
mass, the power output does not stop abruptly, but gradually decays after the excitation of
the harvester is over.

Figure 2.11: Micro Kinetic Harvester MGS26.4 [164].

Kinetic Harvester Characteristics

Figure 2.12 shows the output voltage that is generated when the harvester is placed verti-
cally and then slowly tilted to cause the flywheel to start moving downwards. Due to its
mass and the internal spring barrel, the flywheel oscillates back and forth a couple times,
before it remains in its final rest position. This is reflected in the subsequent voltage bursts.
Sudden and strong movements cause the output voltage and frequency to be higher and the
burst duration to be longer.

The rotating speed ω increases during excitation, e.g., caused by the gravitational ac-
celeration g as shown in Figure 2.12, and decreases afterwards. Thus, the inflection point
(IP) of ω marks the point where the excitation is finished. After the inflection point, the
harvester continues to provide power until the rotation of the flywheel decays, indicated as
striped areas in Figure 2.12. Hence, the power output lasts longer than the excitation. The
physical reason for this phenomenon is the kinetic energy Ekin that is mechanically stored
in accelerated masses, which depends on the intensity of the initial acceleration. In case of
the harvester, this intensity is reflected in the rotating speed ω at the inflection point.

5This section and the related graphics have already partially been published in [47, 51]
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Figure 2.12: Open-loop output voltage and flywheel rotation profile of the kinetic harvester after
being excited by gravitational acceleration. The rotational speed has not been measured directly,
therefore the two lower graphs are only a qualitative and simplified representation.

Regarding the physical construction of the harvester, the kinetic energy can be described as
rotational energy

Ekin = Erot(ω) =
1

2
∗Θ ∗ ω2, (2.3)

where Θ is the inertia torque of the flywheel with respect to the rotational axis, which
depends on the mass distribution of the flywheel. The electrical energy is obtained by
Eel = Erot − Eloss, where Eloss contains the losses of the generator due to friction and
copper resistance of the coil.

Our new methodology exploits the mechanically stored energy in the flywheel of the
harvester as a predictive energy storage. In order to quantify the amount of this energy
at run-time, the intensity of the initial excitation has to be determined by the application.
Therefore, the rotational speed ω at the inflection point must be measured. Based on the
physical construction of the harvester and the underlying physical laws, the rotational speed
ω correlates with the voltage and frequency of the generator output. The transient impact
of the internal spring barrel is neglected, as it does not effectively add energy. According
to the law of electromagnetic induction, the output voltage VG = dΦ

dt
is induced by the

magnetic flux Φ in the coil. Given the temporal behavior of Φ to be sine function Φ(t) =

Φ ∗ sin(kωωt), the amplitude of the voltage can be described as

VG(ωt) = Φ ∗ kω ∗ ω ∗ cos (kωωt) = VG ∗ cos (kωωt) , (2.4)

where kω represents the correlation between the rotational speed ω and the frequency of Φ,
depending on the construction of the internal transmission, rotor and stator.
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Equation 2.4 points out, that the rotating speed of the flywheel is reflected in the peak
output voltage and the frequency equally. Thus, the rotating speed of the flywheel can be
obtained by measuring the voltage or the frequency respectively. Even though the internal
spring barrel mechanically decouples the rotating mass from the generator [98], our results
showed a direct correlation between excitation intensity and output frequency.

System Implementation

As shown in Figure 2.13, a bypass path has been added for the frequency measurement.

Figure 2.13: Proposed hardware structure with bypass for frequency measurement. For further
details about the shown hardware components see Chapter B.1.

After RINT , the output voltage of the harvester is clamped by the protection diodes of the
MCU, which forms a rectangular signal at the input pin (VINT ). The pin is configured to
fire an interrupt request (IRQ) at the falling edge. Inside the corresponding IRQf routine,
the actual count of a timer is captured and compared to the previous count value. This way
the frequency of VINT is calculated for each period. Once the frequency values decrease,
the MCU fires a software interrupt that marks a detected IP (IRQIP in Figure 2.14).

Figure 2.14: Program flow of the interrupt routine for frequency measurement of VINT and IP
detection.

The IP marks the point in time, at which the excitation of the harvester has finished. The
output frequency of the harvester at IP, fIP , indicates the intensity of the excitation. Thus,
it is related to the expectable power supply duration (PSD) time tPSD. To determine the
relationship between fIP , the system load ILoad and tPSD, an autonomous data set gener-
ation phase was developed. During this phase, the MCU determines the time between the
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IP and power off together with the frequency fIP at the IP. Once the IP has been deter-
mined, an internal comparator of the MCU is activated to monitor the supply voltage and
compare it against a reference voltage. This reference voltage is slightly higher than the
minimum operating voltage of the MCU, thus it is used as threshold for detecting upcom-
ing power losses like in the voltage-based power loss detection (V-PLD) method (see also
Section 2.1.4). Once the supply voltage falls below the reference voltage, the interrupt rou-
tine of the comparator, IRQComp, is entered. Inside this routine, the power supply duration
time tPSD is determined as the passed time between the preceding IP detection and the cur-
rent supply voltage drop. This value is grouped together with the load current, ILoad, and
the frequency at the IP, fIP , and written as data set to the PSD list.

More details about the implementation, data set generation, data preprocessing are de-
scribed in the related publications [47, 51].

Evaluation and Results

Figure 2.15 gives an overview about the measurements in the data set generation phase on
the evaluation hardware once the system is out of cold-start phase. It outlines the coherence
of the voltage levels and relevant points in time for a single harvester output burst.

Figure 2.15: Evaluated voltage and time measurements of a single output burst.

Once the harvester output voltage falls below the minimum input voltage of the voltage
converter (VC) at tHV OFF , the VC continues providing power due to the remaining load
in the capacitors of the rectifier CR until tV C OFF . After that, the voltage begins to drop,
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as the remaining load of the capacitors CV C of the VC declines, until VMCU is power-
gated by the voltage monitor (VM) of the cold-start unit at tVM OFF . For a short time, the
system runs solely on the load in the decoupling capacitors CD, until VMCU falls below the
minimum operating voltage Vmin of the MCU at tOFF .

The signal IRQf indicates the pin interrupts of the frequency measurement, based on
the harvester output signal VG. The proposed detection algorithm of Figure 2.14 determines
tf IP as inflection point of the harvester output frequency, indicated as rising edge in the
IRQIP signal in Figure 2.15.

The data set generation phase has been conducted multiple times to determine the rela-
tionship between the intensity of excitation, the system load and the resulting PSD. For this
evaluation, one hundred measurements with different excitations have been recorded for
each system load setting. This number became apparent to be sufficient for an expressive
evaluation of the frequency dependency of the PSD. The voltage threshold Vth for the power
loss identification of the supply voltage has been set to 2V (equal to VVM in Figure 2.15).

The raw measurement results have been used to derivate a guaranteed minimal power
supply duration (gmPSD) time at the different system loads for specific periods of fIP .
More details are described in the related publications [47, 51].

Figure 2.16 shows the results, i.e., the gmPSD time for all system load settings. The
F-PLD curves are the outcome of a regression analysis based on the raw measurements and
represent the functional relation for a continuous fIP . Due to the computational overhead,
this relationship has however not been implemented in a functional manner but as look-up
table (LUT) over a quantized fIP . Using the LUT only incorporates a very low overhead
for mapping the currently measured fIP to a specific LUT index.

The results show, how the output frequency of the harvester at the IP, fIP , affects the
PSD in each specific system load setting. High intensities of harvester excitation, reflected
as high output frequencies lead to a longer PSD than lower intensities. The results also
show, that the PSD differs for different system load settings. Higher loads, caused by
higher settings of fCPU , lead to a lower PSD at the same fIP .

In order to compare these results with the state-of-the-art method, the achievable results
with the V-PLD method at the same decoupling capacity are calculated by Equation 2.1 and
added as red-dashed lines. The calculation is based on a threshold voltage of 2.17V as used
in [62] and a Vmin of 1.85V , which is the upper limit of the MCU off voltage according to
the data sheet. Most related PLD methods have been designed around a constant decoupling
capacity value, as it is present on the employed evaluation hardware. In contrast, our new
principle is agnostic to the decoupling capacity. Whereas our evaluation only employs the
minimum recommended value of 2.2µF 6, V-PLD-based approaches require values that are
about five [94] to ten times larger [61, 62].

6According to the data sheet of the MCU, a minimum decoupling capacitance of CD min = 2.2µF is
recommended.
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Figure 2.16: gmPSD time for specific system loads at different IP frequencies of the frequency-
based power loss detection (F-PLD), compared to V-PLD based results with the recommended de-
coupling capacity.

Figure 2.16 shows that our new F-PLD method is capable of detecting power losses more
than 10 times earlier, and thus allows to schedule the software of Power-Neutral systems in
a proactive manner by considering upcoming power losses early on. The dependency of the
IP frequency indicates, that the F-PLD method is sensitive to the dynamics of the harvester,
whereas the V-PLD-based PSD is constant over the output frequency of the harvester.

To evaluate the cost of our approach, the power overhead is analyzed and compared
with the overhead required for V-PLD. The overhead of V-PLD methods is defined by the
additional energy that is consumed to monitor the supply voltage. Early works on CP
reported relatively high overheads for the V-PLD monitoring [62] and employed energy-
hungry comparators [61]. In contrast, the use of custom external monitoring circuits can
lead to significantly lower overheads than using MCU-internal peripherals [94]. For this
evaluation the V-PLD was implemented with internal peripherals of the MCU: The com-
parator and voltage reference cause a continuous power overhead of around 55µW .
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Regarding our F-PLD approach, the overhead is dominated by the power dissipation
in the resistor RINT in the frequency measurement bypass path (Figure 2.13). For a value
of RINT = 150kΩ it was measured at different output frequencies fG of the harvester.
Figure 2.17 shows the power overhead POH of the V-PLD method (red line) and the F-PLD
method (blue line).

Figure 2.17: Power overhead of the F-PLD compared to the V-PLD method.

It indicates that the overhead of our new F-PLD method is lower than of V-PLD on our
evaluation hardware. Since the voltage drop across the resistor depends on the harvester
output voltage, which is again related to the frequency, the power overhead depends on the
output frequency.

Discussion and Conclusion

The presented principle considers the internal state of kinetic energy harvesters to iden-
tify upcoming power losses significantly earlier than state-of-the-art voltage-based PLD
approaches. Therefore, the kinetic energy that is mechanically stored in the excited rotat-
ing mass is exploited as a predicable source of power. To determine the amount of this
energy, which is reflected in the intensity of the excitation of this mass, the output fre-
quency of the harvester is measured. The reported results show, that potential power losses
can be detected more than 10 times earlier than state-of-the-art voltage-based approaches.
Therefore, this method offers transient computing that is adaptive to the dynamics of the
harvester and enables a proactive power loss handling without the need of additional de-
coupling capacity for checkpointing. Whereas state-of-the-art reactive concepts must stop
the application abruptly for instant backup of the system state, the proactive handling can
ensure the finalization of atomic operations.
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2.2.2 Predictive Checkpointing for Thermoelectric Harvesters7

In this section, a new method is presented to detect upcoming power losses before the
voltage begins to drop for transiently powered IoT sensor devices with thermal energy har-
vesting. As explained in the appendix B.2, the output voltage VTEG of a TEG depends on
the applied temperature gradient ∆T , the Seebeck constants of the incorporated materials,
and the wiring of the internal structure. The presented method utilizes the relationship be-
tween the temperature gradient ∆T and the maximum power point output PMPP of TEGs.
Specifically, the history of the temperature gradient is monitored and utilized to predict the
trend of PMPP . This method furthermore exploits the thermal capacity of a TEG, i.e., the
thermal time constant in the correlation between its exciting input quantity and its electri-
cal output. Thermal simulations have shown that the thermal capacity leads to a delayed
permeation of the environmental thermal into the internal power-generating structure of a
TEG. In contrast to the approach as presented in Section 2.2.1, in which the internal state
of the harvester is monitored to predict the future energy trend, the approach in this section
monitors the exciting physical quantity of the harvester for power prediction.

In this work, it is distinguished between two temperature gradients: ∆Tsurface and
∆Tinternal. As shown in Figure 2.18, ∆Tsurface represents the gradient at the outer sur-
face of the TEG, whereas ∆Tinternal represents the gradient at the internal structure of the
metallic elements, in which the thermoelectric effect (Seebeck effect) takes place. Thus,
both gradients are thermally separated by the physical properties of the surface material
and its geometry.

Figure 2.18: The definition of ∆Tsurface and ∆Tinternal at a TEG.

Methodology and TEG Analysis

The basis of the concept in this work is that the temperature gradient inside the internal
structure ∆Tinternal is delayed to the gradient at its surfaces ∆Tsurface once ∆Tsurface starts
dropping. Thermal simulations have been performed to investigate the temporal coherence
between ∆Tinternal and ∆Tsurface. The outcomes showed, that ∆Tinternal follows ∆Tsurface

7This section and the related graphics have already partially been published in [58]
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with a delay in the range of several seconds depending on the drop rate of ∆Tsurface. The
delay in general can be explained by the thermal capacity of the TEG and its geometric
structure. Thus, the basic idea is that ∆Tinternal, i.e., the relevant quantity for the power out-
put of the harvester, can be predicted by measuring and analyzing the history of ∆Tsurface,
i.e., the exciting input quantity of the harvester.

To investigate the temporal coherence between ∆Tinternal and ∆Tsurface, an experimen-
tal system setup was designed as shown in Figure 2.19.

Figure 2.19: Circuitry of the experimental system setup.

This setup incorporates a small TEG module by Matrix [165] with internal boost converter
and a common Flash-based IoT SoC. The TEG is equipped with two low power temperature
sensors by Maxim Integrated [166]. In order to analyze the relationship between the thermal
input ∆T and the electrical power output of the TEG at its maximum power point PMPP , a
variable resistive load is employed together with related voltage and current measurement
Vout and Iout. Furthermore, an analog to digital converter (ADC) measures the open loop
output voltage of the TEG, VTEG o.l., which is later on used to derive PMPP .

The temperature gradient that is responsible for the power generation is ∆Tinternal,
which develops itself in the internal structure of the TEG. However, as the internal struc-
ture of the TEG is not accessible for temperature sensors, ∆Tinternal cannot be measured
like ∆Tsurface. Therefore, a preliminary analysis was conducted under static thermal con-
ditions. Such a static thermal condition is achieved by keeping ∆Tsurface constant until
∆Tinternal = ∆Tsurface. This enables a characterization of the TEG module, where specific
∆Tinternal values correlate with related PMPP values. Due to the physics of the Seebeck
effect, specific ∆Tinternal values directly correlate with VTEG o.l., i.e., the open loop output
voltage of the TEG. Thus, again specific VTEG o.l. values correlate with specific PMPP val-
ues. This correlation is exploited in the subsequent analysis, as VTEG o.l. can be measured
faster than PMPP and therefore yields more reliable results under fast changing thermal
conditions. In other words, the results of the static analysis, shown in Figure 2.20, demon-
strate the coherence between the physical input quantity ∆Tinternal and the related output
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quantities VTEG o.l. and PMPP of the employed TEG module. Figure 2.20 also shows the
minimal operating power Pop min of the SoC that has been employed. Thus, a shortfall
below the specific power output level Pop min, i.e., the minimal operating power of the elec-
tronic subsystem, is defined as a power loss. Here, Pop min is set to 0.25mW , since this
is the minimal operating power at the lowest possible clock frequency of 100kHz during
code execution from Flash at a supply voltage of 2.5V [167].

Figure 2.20: Relationship between VTEG o.l. and PMPP over ∆T under static thermal conditions.

In order to quantify the time shift between ∆Tsurface and ∆Tinternal under changing ther-
mal conditions, further measurements and analyses have been conducted. As a starting
point for the measurements, a temperature gradient of ∆Tsurface ≈ 12 Kelvin has been
applied to the TEG. This value has been chosen as upper limit for thermal energy harvest-
ing applications that scavenge the temperature gradient from environmental sources. After
static thermal conditions have been met, i.e., ∆Tsurface = ∆Tinternal, a potential power
loss has been emulated by removing the applied temperature gradient and leaving the TEG
setup in an environment with room temperature where ∆Tsurface immediately starts drop-
ping. Concurrently, the dropping gradient ∆Tsurface and the respective values of VTEG o.l.

have been monitored. The values of VTEG o.l. have been used to determine the concurrent
∆Tinternal by using the coherence shown in Figure 2.20. Figure 2.21 shows the progression
of ∆Tsurface and ∆Tinternal of one measurement during a dropping temperature gradient
over time. Once the gradient begins to drop after the static thermal condition at t(0), a con-
tinuous time shift between ∆Tsurface and ∆Tinternal can be observed, exemplarily displayed
as red arrow ∆tsurface−internal(tmin) at tmin. The dashed line represents d

dt
∆Tsurface, i.e.,

the time derivative of ∆Tsurface, which shows a minimum in the beginning at tmin. The
statistical evaluation of the analyses revealed that after this minimum the time shift directly
correlates with the intensity of d

dt
∆Tsurface. ∆Tmin represents the minimal temperature

gradient to guarantee the minimal operation power Pop min of the employed SoC (see Fig-
ure 2.20). Therefore, a shortfall of ∆Tinternal below ∆Tmin is considered as a power loss
event for the experimental system.
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Figure 2.21: Progression of ∆Tsurface and ∆Tinternal during a power loss emulation together with
the time derivative d

dt∆Tsurface of ∆Tsurface.

Evaluation and Results

To evaluate the correlation between the time shift and the intensity of d
dt

∆Tsurface, multiple
measurements have been performed and analyzed. Figure 2.22 shows the measurement re-
sults and how the time shift ∆tsurface−internal correlates with d

dt
∆Tsurface after its minimum

(represented in Figure 2.21 at tmin) has been passed. Whereas ∆tsurface−internal shows a
low deviation and clear trend for d

dt
∆Tsurface < −0.2 Kelvin per second, it spreads increas-

ingly for values of d
dt

∆Tsurface closer to zero. Since ∆Tinternal has already fallen short of
∆Tmin at d

dt
∆Tsurface = −0.2K

s
(as shown in Figure 2.21), the evaluation of d

dt
∆Tsurface

closer to zero is not relevant for the system setup in this work and won’t be for other Flash-
based IoT SoCs.

Figure 2.22: Mean value and standard deviation of ∆tsurface−internal with respect to d
dt∆Tsurface

after its minimum.
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The results in Figure 2.22 indicate that the time shift ∆tsurface−internal, i.e., after which
∆Tinternal will settle to the current ∆Tsurface, can be determined based on the value of the
time derivative d

dt
∆Tsurface. In other words, time derivative values below −0.2K

s
allow a

prediction of the internal temperature gradient of the TEG ∆Tinternal, based on the historic
measurement data of its surface ∆Tsurface. Therewith, the power output PMPP trend can
be predicted by utilizing the coherence between PMPP and ∆T as shown in Figure 2.20 by
setting ∆T = ∆Tinternal. As an example, the power loss of the experimental system setup
at Pop min < PMPP occurs at around t = 23s in Figure 2.21. By exploiting the relationship
of Figure 2.22 together with the historic data of ∆Tsurface, this power loss can be predicted
more than four seconds in advance. Since ∆tsurface−internal exhibits only a low slope over
d
dt

∆Tsurface, it also allows to simply utilize the minimal ∆tsurface−internal value of ≈ 3.5

seconds. This largely reduces the complexity of the temperature data analysis, as only the
detection of a drop of ∆Tsurface is needed.

Our new method enables an efficient predictive CP in Flash-based IoT edge devices,
as the energy-intensive write procedures require a guaranteed power level for a specific
amount of time to ensure a reliable CP backup process. The latest point in time, i.e., the
point in time where PMPP will drop under the minimal requirements of a successful Flash
write procedure, can be accurately predicted with a minimal error to timely trigger the CP
backup process.

The power demand of the temperature sensors causes a power overhead for the proposed
principle. This is shown in Figure 2.23. The overhead strongly depends on the duty cycle,
i.e., the sample frequency fs, of the temperature measurement.

Figure 2.23: The average power overhead Pavg. of the temperature sensors depending on the sample
rate fs at a supply voltage of 2.5V.

During normal operation, a sample rate of fs = 1Hz or less is sufficient to timely detect a
dropping of ∆Tsurface. Thus the average power overhead will be smaller than 10µW , which
is less than 4% of the operating power of the SoC at its minimal operating frequency. This
percentage decreases even further at higher operating frequencies. Increasing fs might only
be needed during a dropping ∆Tsurface, in order to determine the drop rate more accurately.
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Discussion and Conclusion

It has been demonstrated, that the future trend of the power output becomes predictable by
monitoring the exciting quantity of the harvester, i.e., the temperature gradient at the surface
of a TEG and exploiting its thermal capacity. The reported results show, that once the tem-
perature gradient at the surface of the TEG decreases faster than 0.2 Kelvin per second, its
development inside the power-generating structure is predictable with a standard deviation
of down to 200 milliseconds. As the internal temperature gradient is decisive for the inten-
sity of the generated power, critical power levels can be predicted several seconds before
they occur. This new method therewith enables to detect potential power losses more than
two orders of magnitude earlier than state-of-the-art voltage-based methods (Equation 2.2).
To the best of our knowledge, this is the first approach to ensure a reliable checkpointing
backup process on Flash-based IoT devices without adding large amounts of capacitance to
the system as in [129, 130].
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2.2.3 System Cold-Start Optimization

The system cold-start describes the behavior of an embedded system when it starts up
without prior any energy in the system. This cold-start phase begins when the energy
harvester starts to provide electrical power to the system and ends with the MCU executing
the first instruction of the application code. Typical initial conditions of embedded systems
prior to the cold-start phase are:

• No power supply

• All capacitors are empty

• All integrated circuits (ICs) and their internal oscillators if any, are off. No software
code execution

• No data retention in volatile memories

In Energy-Neutral or conventional battery-powered embedded systems, the cold-start phase
only occurs once in the beginning of the lifetime or once upon a battery replacement cycle.
To conserve energy or to react on a temporary weakening power supply, the systems in-
corporate energy saving modes like idle, sleep or power-down mode. These modes usually
come with an optimized tradeoff between low energy demand and fast system wake-up,
which allows a calculable behavior of the system that can be controlled by the application
software. However, to make use of energy saving modes and fast system wake-ups, a reli-
able energy buffer that contains a specific residual amount of energy is required to prevent
the system from experiencing a complete power loss. Due to the absence of energy buffers,
Power-Neutral transient computing systems naturally experience cold-starts all the time. In
contrast to Energy-Neutral or battery-powered systems, they most likely will experience a
complete power loss once the power supply is weakening. Figure 2.24 gives an overview
about how the different system types will react on a weakening power supply, i.e., when it
doesn’t provide sufficient power for the active mode of the system.

t0 depicts the point in time, where the power supply unit starts providing power for
the first time. tCS is the cold-start time and tweak the point where the power supply starts
weakening and, after a short period of time, returning to normal at tok.

As emphasized in Figure 2.24, the cold-start energy ECS is usually significantly larger
than the wake-up energy EWake−up, ECS depends on many aspects in the circuitry, such as
the capacity of the capacitors, the power output of the energy harvester as well as the cold-
start timing, undervoltage behavior and minimal operating voltage of specific submodules
like the voltage converter. Weak power outputs of the harvester can result in a long cold-
start phase, which appears as a long and inconvenient switch-on delay of the embedded
system. Energy harvesters with a short power output duration, such as kinetic types, might
even be incapable of starting-up the system at all (e.g. tweak < t0 + tCS in Figure 2.24).
Therefore, minimizing the cold-start energy ECS , and therewith the cold-start time tCS ,
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Figure 2.24: The impact of the cold-start phase for Power-Neutral in contrast to Energy-Neutral
systems elucidated by means of the current profile. (For the sake of simplicity, currents are assumed
to be constant during a phase.)

is an essential design goal for a sophisticated Power-Neutral transient computing system
design. For this, however, the challenging conditions prior to a cold-start and the respective
constrains must be faced:

• Initially, the entire system behaves as a very low impedance load to the energy har-
vester due to the empty capacitors.

• Since energy harvesters usually have a weak power output, it is difficult to overcome
the initial low system impedance until the capacitors are charged to the minimum
operating voltage.

• As soon as the minimum operating voltage of a submodule, i.e., a voltage converter,
is reached, its current demand increases abruptly. This can cause the voltage to drop
again below the minimum operating voltage and thus lead to dead-lock oscillations.

Surprisingly, there is almost no specific related work about this issue for Power-Neutral
systems. Existing proposals focus on optimizing specific components in the voltage supply
chain, such as the rectification of kinetic harvester output voltage. Here, alternatives to
diode-based rectifiers have been proposed like dedicated chopper circuits [98], rectifier
concepts with negative voltage converters [96], or rectifiers that switch between active and
passive mode, depending on the available power in the system [97]. Then again, Balsamo
et al. [94] proposed a promising concept for a start-up circuit to prevent the current demand
of MCUs in Undervoltage Conditions (UVCs), which has been employed as cold-start unit
in the proposed voltage conditioning chain shown in Figure B.2. As far as the voltage
conversion is concerned, the LTC3129 chip by Linear Technology has been evaluated to
come with better cold-start properties than other DC/DC converters [63], which is why this
chip has been used in the proposed hardware in this work shown in Figure B.1. But most
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proposed system concepts consider their system to be out of the cold-start phase or even
ignore this state. For instance, popular CP-related publications employed laboratory power
supplies with pulsed output to simulate power losses and returns [61, 62]. Due to the low-
impedance power output of these power supplies, the related cold-start phases had been
very short and became irrelevant for their system designs.

Composition of the System Cold-Start Energy

In order to reduce the cold-start energy overhead, its sources must be identified and eval-
uated. Figure 2.25 shows typical sources of cold-start energy in the submodules of the
voltage conditioning chain and the MCU in a kinetic energy harvesting-powered Power-
Neutral embedded system.

Figure 2.25: Typical sources of cold-start overhead energy in the submodules of a Power-Neutral
transient computing systems. For further details about the shown hardware components see Chap-
ter B.1.

ECS C represents the energy overhead for charging the capacitors of their related submod-
ules/integrated circuits (ICs) during their UVC, i.e., from zero volt in the beginning at t0
until their minimal operating voltage is reached at tVIC min

. For instance, QUV CD repre-
sents the charge that is required until CD is charged to the minimal operating voltage of the
MCU VMCU min:

QUV CD =

∫ tVMCU min

t0

iCD(t)dt or rather QUV CD = VMCU min ∗ CD (2.5)

As the capacitors are initially empty, they represent a very low impedance load in the be-
ginning, which is challenging for energy harvesters with weak power outputs.

ECS UVC represents the energy overhead that is drawn by the submodules/ICs until their
minimal operating voltage is reached, i.e., once they are out of their UVC:

• ECS UV C DC/DC represents the energy demand of the DC/DC converter during UVC.

• ECS UV C MCU represents the energy demand of the MCU during UVC.
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ECS IC represents the energy overhead that is drawn by the submodules/ICs during their
start-up phase, i.e., after they are out of their UVC until they normally operate:

• ECS IC DC/DC represents the energy demand of the DC/DC converter during cold-
start period (ramp-up of the switching unit etc.) until the output voltage is supplied.

• ECS IC MCU represents the energy demand of the MCU during cold-start period
(ramp-up of the oscillator, execution of the initialization code, in which stack, RAM,
etc. are initialized) until the first execution of application code.

Optimization Strategy

In order to reduce the discussed sources of cold-start energy, the respective constrains and
interdependencies must be considered:

• Reducing ECS C :

– The manufacturer of the submodule/IC usually recommends a minimum value
for proper operation.

– Small values can lead to instabilities as sudden current draws directly lead to
voltage drops, which might result in a dead-lock of the submodules due to an
oscillation between start-up and entering UVC again.

• Reducing ECS UV C :

– There is almost no room for optimization, as the behavior in UVC is determined
by the internal circuitry of the submodule/IC and usually not specifically defined
by the manufacturer.

• Reducing ECS IC :

– There is almost no room for optimization in nonprogrammable submodules/ICs,
as their internal behavior is fixed.

– Regarding submodules/ICs that are programmable by software or tunable by
external circuitry, at least limited room for optimization is provided.

Due to these different constrains, the optimization strategy varies for the different sources
of cold-start energy:

Reducing ECS C

According to Equation 2.5, the required charge to exceed the UVC proportionally depends
on the size of the respective capacitor. Therefore, minimizing ECS C requires to minimize
the capacity. As far as the values of CC and CD are concerned, the manufacturers of the
respective submodules/ICs define minimum values that must not be deceeded in order to
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ensure a reliable operation. RegardingCR, there is more room for optimization. Low values
lead to a fast rise of rectified voltage but in return to a fast drop once a load is applied.
High values lead to the opposite behavior. Due to the various interdependencies in the
other components in the voltage supply chain, the optimal value of CR will be determined
empirically.

Reducing ECS UV C

As the behavior of the submodules/ICs in UVC is usually not specifically defined by the
manufacturer, the best strategy is to overcome the UVC as fast as possible in order to
enter the valid operating range. Therefore, the supply voltage must ramp-up as fast as
possible. However, as soon as the voltage reaches the minimum operating voltage, the
respective submodules/ICs will most likely induce a sudden current draw. Consequently,
the voltage must be stable and loadable at this time to prevent that these current draws cause
the voltage to drop towards UVC again. Thus, the strategy for minimizing ECS UV C DC/DC

and ECS UV C MCU is to supply a stable voltage as fast as possible.

Reducing ECS IC

The operation of the employed DC/DC converter is tunable by its external circuitry, which
can be used to influence ECS IC DC/DC in a certain range under given conditions. For
instance its start-up voltage value VDC/DC RUN can be adjusted by an external voltage di-
vider, i.e., the minimal voltage value, at which the internal switching regulator starts-up.
This start-up is coupled with a significant increase in current draw, which is why the choice
of this value is directly coupled with the current load of the voltage output of the rectifier.
Therefore the choice of VDC/DC RUN directly controls an essential tradeoff of the voltage
conditioning circuitry: Low values are accomplished faster in the rectifier, which leads to
short cold-start times tCS , but in return result in a less reliable start-up procedure, as the
related current draw more likely ends in an UVC again. High values cause the opposite
behavior. The strategy is to empirically adjust this value and investigate the overall system
behavior for different values of CR.

As it is for ECS IC MCU , there is only limited room as the ramp-up of the default oscil-
lator of the employed MCU cannot be changed. Any customization of the behavior is only
possible in software, and therewith once the oscillator is running.

Summary

The discussed optimization strategies can be summarized as follows:

• Degrees of freedom in the design space:

– Varying the value of CR, in order to empirically figure out the best tradeoff
between fast voltage ramp-up and appropriate current loadability.

– Varying the start-up voltage level of the DC/DC converter VDC/DC RUN , in order
to figure out the best tradeoff between cold-start time and start-up stability.
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– Reducing the cold-start time of the MCU and minimizing its initial current draw
by software as fast as possible.

• Metrics for evaluating the results:

– The total cold-start time tCS of the entire system, i.e., the point in time, from
which the harvester starts producing power until the first instruction is executed
in the MCU.

– The total achievable execution time for the MCU texe at one single power output
burst of the energy harvester.

– The impact of the circuitry on the degree of power neutrality, i.e., the overall
system efficiency.

Evaluation and Results

As lowest excitation of the micro-scale kinetic harvester MGS26.4, a half turn of its oscil-
lating mass has been considered as shown in Figure 2.12 in the second last section. The
related power output duration is in the range of 60 to 120 milliseconds for the first voltage
burst. One or two subsequent bursts usually follow with a delay of 100 to 200 milliseconds
due to the internal spring barrel (see Figure 2.12). This has been used as basis for the results
to evaluate our methods at the most challenging conditions.

However the first analyses showed, that the employed voltage conditioning circuit was
not able to supply the initial current of the MCU at the harvester excitation conditions
described above. The internal voltage supervisor circuit of the MSP430FR MCU has a
hysteresis of Vhyst V S = 100mV . But the voltage drop due to the initial current draw right
after VMCU min was reached was quickly more than Vhyst V S , so that the MCU ran into
UVC again.

Therefore, a specific power management strategy was implemented for the MCU, which
fulfills the objective of the optimization strategy to minimize the current draw as fast as
possible. This power management is twofold: First, the initial start-up code, where the
MSP430FR initializes its RAM after a power-on reset, has been skipped by creating an
implementation of the function int system pre init (void) that returns zero.
This reduced the start-up procedure such that the first user code instruction was reached
within a couple milliseconds after VMCU min was reached. Second, the first instructions
of the user code immediately switched to the internal very low power oscillator VLOCLK),
which reduced the MCU current to about IMCU = 50µA. To further relieve pressure on
the voltage conditioning circuit, the MCU was set to power-down mode and an external
ultra-low power voltage monitor was configured as wake-up source, once the supply volt-
age is in a safe range (see Algorithm 2.1). This strategy managed to configure the MCU
to a software-controllable state, before the supply voltage dropped by the critical value of
Vhyst V S = 100mV .
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Algorithm 2.1: The first user code instruction in main() to minimize the current demand
right after start-up.

select VLOCLK as main clock source

enable interrupt for external voltage monitor

if voltage below threshold then
enter power-down

continue here when voltage level ok

In the next step, as discussed in the optimization strategy, was to empirically optimize
the voltage conditioning circuit parameters CR and VDC/DC RUN . Figure 2.26 shows how
these parameters affect the evaluation metrics of the system texe and tCS . Since the power
output duration shows a relatively high variance at the same excitation — which is due to
its internal construction, especially the spring barrel (see also Section 2.2.1) — the results
are quantized in a specific range.

Figure 2.26: Results of the cold-start optimization with respect to execution time and cold-start
time (empty fields: No operation possible).

The results show that low start-up voltages VDC/DC RUN are only possible with larger ca-
pacitorsCR, which has been expected before. However, high start-up voltages result in long
cold-start times, even with low capacitors. A middle to high start-up voltage VDC/DC RUN

combined with medium-size capacitors CR can be seen as optimal constellation in the pro-
posed system setup. The reason the results partly do not linearly scale with the parameter
values, is most likely the different technologies that have been employed for CR: elec-
trolytic for 1, 22 and 33µF , foil for 3.3µF , tantalum for 4.7µF and ceramic for 10µF .
Since the option CR = 10µF leads to worse results than its neighbors, the results also
indicate that ceramic capacitors might be not a good choice for the rectifier.

Basically, the two parameters evaluated above also define the working point of the ki-
netic energy harvester, i.e., they define how intensively the harvester is loaded. Due to the
physical laws of electromagnetic generators, loads on the harvester cause a breaking action
of the generator movement, which in turn reduce its output voltage and frequency. The
optimal power point between open loop load and shortcut load is defined as the MPP. Since
the MPP depends on different conditions such as the current excitation intensity, it is very
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difficult to model. Therefore, this effect has only been evaluated qualitatively based on the
output frequency compared to the open-loop frequency.

Figure 2.27: Qualitative results of the degree of power neutrality, depending on the design parame-
ters in the voltage conditioning circuit.

Figure 2.27 shows the results, where the conditions yellow to orange (between the extreme
conditions slight and strong) can be seen as the best conditions, or in other words, as the
conditions closest to MPP. Thus, low start-up voltages of the DC/DC converter lead to a
too severe burden on the harvester, high values of CR as well.

Discussion and Conclusion

Related work proposed high capacitors to ensure a stable system start-up despite a weak
harvester output, which however led to very long cold-start times [63]. Therefore, the pre-
sented approach to minimize the cold-start of Power-Neutral systems by minimizing the
capacity in the voltage conditioning chain, follows a converse approach to related work. To
manage a stable system start-up despite the small capacity, the presented method proposes
to increase the start-up voltage of the DC/DC boost converter. This combination led to
significant reduction of the cold-start behavior and therewith represents a new design strat-
egy for an MSP430FR-based hardware that ensures a very short cold-start phase to allow a
reliable system start-up even from short output duration energy harvesters.

To the best of our knowledge, this is the first work that intensively evaluates the cold-
start behavior of Power-Neutral embedded transient computing systems. Related work who
employed the same energy harvester and the same DC/DC boost converter reported a cold-
start time of 2.8 seconds, which required multiple excitations of the harvester [63]. This
work in contrast, shows that a cold-start time of less than 75 milliseconds is possible with
just one excitation of the harvester.
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Wearable Wireless Sensor Networks for
Professional Sport Performance Analysis
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James Clerk Maxwell

The previous chapter discussed autonomous embedded systems, i.e., battery-free de-
vices that are powered by energy harvesting. This chapter, in contrast, discusses mobile
embedded systems as indicated in Table 3.1. More specifically, it addresses energy-specific
design challenges of portable devices that are powered by rechargeable batteries.

Autonomous Mobile Stationary
Embedded Systems Embedded Systems Embedded Systems

Table 3.1: This chapter addresses mobile embedded systems. More specifically portable and wear-
able devices that are powered by rechargeable batteries.

Rechargeable batteries are the usual power supply for portable electronic devices like wear-
able wireless sensor networks (WSNs). The technical requirements depend on the intended
application and use case. In professional sports for example, wearable WSNs became very
popular as they enable in-field performance analysis in contrast to conventional laboratory-
specific measurement equipment like camera sub systems. However, this area of appli-
cation places high requirements on the overall dimension and weight of the devices, the
sensor accuracy and performance, wireless connectivity and battery lifetime. Thus the mi-
croelectronic design challenges range from ensuring a high system performance despite
the limited energy budget of the battery up to achieving a precise wireless synchroniza-
tion despite bandwidth-limited low power communication technologies like Bluetooth Low
Energy (BLE).



60 Wearable Wireless Sensor Networks for Professional Sport Performance Analysis

This chapter is structured as follows: Section 3.1 covers the technical background, re-
lated work and the design challenges of wearable WSNs in professional sports and wireless
synchronization principles. Section 3.2 presents the new scientific contributions for ultra-
low power system design of wireless sensor networks and proposes new synchronization
methods.
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3.1 Technical Background, Scientific Challenges and Re-
lated Work

3.1.1 Sports Performance Analysis using Wearable Sensor Devices

At the time of this research, commercially available trainer assistance systems came with
various disadvantages like high cost and complex setup and calibration procedures. Fur-
thermore, the athlete was required to perform in a preset laboratory environment, making
in-field performance nearly impossible.

As a solution, emerging wearable devices of the consumer market, such as fitness track-
ers, have been applied to professional sports. Together with wireless data transmission,
these sensor devices provide online-monitoring possibilities that make real-time perfor-
mance analysis available to coaches and athletes. In contrast to laboratory measurement
setups, they furthermore allow a flexible performance analysis for in-field training.

However, most of these devices have shown to deliver imprecise and unreliable results
in the field of professional sports. Even though they provide basic performance measure-
ments such as step counting, they lack of precise analysis and detection of specific disci-
plines. Therefore, new measurement methods and analysis technologies, dedicated to the
requirements of professional sports analysis, have been released within the last decade.
Technologies, which deliver more detailed and more precise information about the sports
performance of athletes than wearable consumer devices. Such analysis technologies arose
manifoldly, e.g., common sports equipment like clubs or shoes that have been equipped
with movement sensors or dedicated environments with integrated sensors for movement
analysis like contact mats. The employed sensor technologies provide the coaches with
biomechanical, physiological, kinetic and kinematic data of an athlete’s performance. This
data acquisition facilitates highly reliable data analysis-based conclusions about fatigue,
training progress and therewith training effectiveness [168, 169].

With the micro electromechanical system (MEMS) technology, movement sensors such
as Inertial Measurement Units (IMUs) became very popular for mobile applications. There-
fore, electronic sensor devices became more and more common in sports performance mon-
itoring for in-field usage [64, 65].

IMUs have shown to deliver reliable analysis results for various sports disciplines such
as gait and running [170]. Furthermore, IMU-based flight time and jump height determina-
tion in counter movements was shown to highly correlate with the concurrently employed
optometric reference system [171]. For Drop Jumps, which is a specific discipline for deter-
mining the reactive strength index of an athlete, IMU-based parameter determination was
shown to highly correlate with a force plate reference system [172]. IMUs are also capable
for high dynamic sports movement analysis, but large measurement ranges required due to
the high acceleration peaks [173, 174].
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Typically, IMUs are a component of a microelectronic sub system that also comes with
processing unit and memory. Such systems became popular as senor nodes, i.e., small and
lightweight electronic measurement systems that can be worn on the body. To provide max-
imum flexibility, existing devices are mostly battery-powered. However, this restricts the
computational performance of the sensor node’s processing unit, since besides the dimen-
sional restriction the energy budget is restricted as well.

Due to the limitations in processing power and energy budget, the implementation of
analysis algorithms that run embedded on the sensor node places great challenges and in-
tensive development effort [69]. Therefore, most sports sensor devices simple act as a raw
sensor data collector that only write the data to a local memory but do not process the data
to compute the desired sports performance parameters. Data analysis has to be done after
the raw data recording by using more powerful computing devices like desktop computers
that run statistical analysis tools like Matlab [175]. This post-hoc data analysis approach,
however, limits the potential benefits of nearly all commercial wearable sports sensor de-
vices, as no real-time feedback can be provided to the athlete during its performance. Even
in research, only a few systems provide an on board extraction of basic sports performance
parameter based on the sensor data [176].

3.1.2 Time Synchronization for Wireless Sensor Networks

There are situations in professional sports that require a monitoring of the athlete’s move-
ment at different locations on the body. Such as specific disciplines that require distributed
measurements to, e.g., detect intra-body variations in performance. Thus, such disciplines
need multiple instances of sensor nodes for a proper performance analysis. Measurement
setups with multiple sensor node instances place new challenges on the system design, such
as the requirement for a precise time synchronization between all devices to properly in-
terlink the sensor data of each sensor node. Most commercially available systems follow
a wired approach, meaning that all sensors are interconnected using wires. This, how-
ever, significantly lowers the flexibility and usability of such systems. Therefore, the only
acceptable solution is a wireless time synchronization protocol that comes with sufficient
synchronization accuracy and low energy demand.

The conventional Network Time Protocol (NTP) was one of the first protocols used for
time synchronization in IP-based networks. Since then, several concepts have been pro-
posed more dedicated for wireless networks on resource-constrained embedded devices.
Reference Broadcast Synchronization (RBS) [177], e.g., employed a reference node that
frequently broadcasts timestamps to all nodes in the network. Each node receiving this
timestamps can synchronize its internal clock to the given reference. An approach that
omits the reference node of RBS was published as Timing-sync Protocol for Sensor Net-
works (TPSN) [178]. TPSN forms a spanning tree of all participating nodes in the network
and performs pairwise synchronization along this tree. To reduce the resynchronization
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overhead of TPSN, which is required to compensate local clock drifts, the Flooding Time
Synchronization Protocol (FTSP) [179] was proposed. Therefore, FTSP incorporates a
clock drift compensation mechanism.

However, despite their good performance in synchronization accuracy, there are criti-
cal drawbacks in all discussed methods. Such as that they are not specifically optimized
for a low power operation, which is a critical issue for wearable wireless sensor networks.
This becomes particularly apparent by the fast rise of the ultra-low power BLE technology.
Furthermore, all mentioned methods, including the Gradient Time Synchronization Proto-
col (GTSP) [180], are based on low layer (e.g. physical layer) timestamps for their timing
information. Whereas physical layer timestamps are easily to implement for proprietary
wireless protocols, higher-level protocols like BLE usually hide the physical layer activity
to the application. The reliability and low power requirements of BLE are based on pre-
cise link layer timing. Therefore, no access is provided to the software developer, making
all mentioned synchronization protocols theoretically unfeasible for BLE technology. Var-
ious approaches of related work either suffer from this fact or came up with proprietary
solutions.

Ghoshdastider et al. [70] conducted an experimental evaluation of Pairwise-Broadcast
Synchronization (PBS) [181] with BLE. Due to the lack of physical layer access, their time
synchronization showed an error of 45.071ms.

Utilizing the acknowledge mechanism of BLE, Bideaux et al. [71] achieved a synchro-
nization latency of 7.51ms, which is about the chosen connection interval parameter of
7.5ms. The standard deviation was reported to be 0.41ms. Utilizing the timing informa-
tion of the connected event occurrence after a connect command led to an average latency
of 39.92µs with a standard deviation of 14.19µs.

Better results were reported with CheepSync [72, 73], a time synchronization service
for BLE Broadcasters, in which a custom BLE protocol stack was implemented to provide
direct low layer access. Based on hardware timestamps on the transmitter and the receiver
side, an accuracy of 10µs was achieved.

The drawbacks of related work is that either the synchronization error is in the range
of milliseconds — which is too high for professional sports performance analysis — or
that a custom BLE protocol stack is required. The latter leads to compatibility issues with
the official BLE standard and threatens the interoperability among different BLE-enabled
devices and communication parties.

As a solution, a dedicated synchronization technique for BLE is presented in this work
that utilizes a standard BLE protocol stack and provides a synchronization accuracy in the
range of microseconds for two interconnected devices. Furthermore, a proprietary low
power wireless Body Area Network (BAN) is designed in this work, which supports up to
ten distributed units with a sub-millisecond synchronization accuracy among all connected
devices.
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3.2 New Contributions

This section presents the new scientific contributions of this thesis in the research field
of mobile embedded systems, powered by rechargeable batteries. It specifically addresses
portable and wearable WSNs in the application area of professional sport performance
analysis. The contributions are divides into two topics:

• Section 3.2.1 presents new methodologies for the design of wearable sensor devices.
It specifically addresses the design challenges between the goal of a performant and
precise movement sensing with real-time analysis capability under the strict con-
strain of a limited energy budget. A wearable, low power hardware platform design
is presented that overcomes the limitation of state-of-the-art wearable sports analy-
sis devices in terms of battery lifetime, real-time performance feedback and in-field
usage. This is part of a multidisciplinary project, in which this work covers the sys-
tem design of the wearable hardware platform. Further contributions are the design
of the detection algorithms for the real-time extraction of sports performance pa-
rameters [88] and the real-time firmware design and implementation of the detection
algorithms1.

• Section 3.2.2 addresses the design challenges for low power wireless synchroniza-
tion, which is inevitable for WSNs in use cases that require multiple and distributed
sensor devices. It presents two new approaches that exhibit a better synchronization
accuracy compared to synchronization principles proposed by related work. The first
is based on BLE technology and intended to synchronize two interconnected units
with each other, the second presents a specific wireless BAN architecture that allows
for multiple units to be synchronized.

1Discussed in the upcoming dissertation and the publications of Sebastian Wille
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3.2.1 Wearable Sensor Platform

A suitable wearable sensor device must be capable of accurately determining biometrical
and kinematic key analysis parameters of the athlete that are typical for such disciplines like
flight and ground contact times. Related work has shown, that these kinematic parameters
can be analyzed using IMUs [66–68,170,182,183]. Therefore, an electronic subsystem has
been designed that employs an IMU as central sensing element.

To develop a sensor system that is suited for flexible in-field performance analysis, the
system must be designed as a battery-powered wearable device that can be attached to the
athlete’s body during his sports performance. Furthermore, the system must be small and
lightweight to not affect the movement of the athlete [184, 185]. To allow fast feedback
in training situations, the system must provide a real-time event detection and a wireless
communication with a human interface host device like a smartphone that directly forwards
the analysis data to a coach.

The development of the sensor device has been done in cooperation with the depart-
ment of sports science at the Technische Universität Dortmund [186] in the context of the
SpoSeNs [187] project. Due to the multidisciplinary nature of this project, a dedicated
fast prototyping approach was followed to process the different work packages in paral-
lel. Therefore, an evaluation kit (Figure 3.1) was developed that only employs existing
hardware modules such as evaluation boards of the IMU sensor and Microcontroller Unit
(MCU). This kit had been developed in a short period of time and emulates the later wear-
able sensor device. In order to have the same dimensional properties, the IMU sensor board
was placed in the same plastic case as scheduled for the final sensor device. The sensor
interface has been forwarded by a cable to a host box that incorporated the batteries, MCU
and an SD-Card slot for recording the raw sensor data on.

Figure 3.1: SpoSeNs evaluation kit used for early emulation of the wearable sensor device.

This fast prototyping approach enabled an early development of the detection algorithms
for the real-time extraction of sports performance parameters [88], together with all related
tasks shown in Figure 3.2, before the wearable sensor platform design has been finished.
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Figure 3.2: The fast prototyping approach enables a reduced development time due to additional
development of an evaluation kit. Refer to [88] for more details about the work tasks displayed in
the top region.

System Design

The device comes with all the features of state-of-the-art wearable sensor devices for pro-
fessional sports for fast and precise IMU sensor data recording. In contrast to related work,
which is mostly limited to post-hoc data analysis as discussed in Section 3.1.1, the present
system design provides additional features for in-field real-time performance feedback to
the athlete or coach. Therefore, it is equipped with BLE, a wireless technology that enables
low power connectivity with third-party end devices like smartphones, which are used to vi-
sualize the computed sports performance parameters to the coach just in time. The software
framework is based on an interrupt-based event management with direct memory access to
a fast and high capacity NOR-Flash memory. This ensures a fast and precise internal timing
that provides a dedicated processing window after each sensor data sample for the real-time
execution of detection algorithms2. The interrupt-based architecture furthermore guaran-
tees a low power operation of the hardware, as the MCU rests in idle mode most of the time.
Once a new sensor sample by the IMU is available, the MCU activated for a short period
of time to obtain this data and to execute the next iteration step of the detection algorithm.
Therefore, the tradeoff between low power operation and high performance computation
mainly depends on the implementation strategy and computational load of the respective
detection algorithm.

Figure 3.3 shows the structure of the hardware, which is based on a high-speed ARM
Cortex M3 MCU and further peripherals such as a sub-GHz, long-range connectivity tech-
nology for future use as well as an air pressure sensor to detect relative height differences
in the field.

The small and lightweight sensor device is powered by a lithium polymer battery, that is
rechargeable via a micro-Universal Serial Bus (USB) port. This battery allows more than 24
hours of active run-time and — by using the micro-SD card — can record nearly unlimited

2More details can be found in the upcoming dissertation and the publications of Sebastian Wille
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Figure 3.3: Hardware structure of the wearable sensor device platform.

amounts of raw IMU sensor data, i.e., three-axial accelerometer and three-axial gyroscope
sensor data, at a sample rate of 1kHz. This raw data recording feature is intended for the
evaluation and development of new detection algorithms for analyzing upcoming sports
disciplines. Figure 3.4 shows the final version of the wearable sensor device printed circuit
board (PCB) and the enclosure3.

Figure 3.4: Hardware and enclosure of the final wearable sensor device SpoSeNs Node.

Specific Applications and Performance Results

Several scientific studies were conducted by utilizing the SpoSeNs Node as wearable inertial
measurement and real-time analysis device. These studies covered several disciplines of
high performance sports, such as:

• Drop Jump

• Sprint

• Long Sprint

• Several pilot studies

Drop Jumps and Sprint are spatially limited disciplines, therefore they have been chosen to
additional employ conventional measurement setups as reference systems. The results have

3More details about the hardware and firmware can be found in the master thesis of the author [188]
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been used to optimize the performance of the SpoSeNs Node and to validate the temporal
detection mechanisms and their quantitative accuracy. Based on these proofs of reliability,
the SpoSeNs Node was employed for the other disciplines that where performed in-field.

Drop Jumps are a well-known discipline to evaluate the strength of specific musculature
of an athlete. Characteristic quantities for this evaluation are the duration of ground con-
tacts, i.e., the stance duration as well as the flight time after jumping off again. As reference
system a force plate (AMTI BP 600400) was employed, on which the athletes performed
the drop jumps. The results revealed a detection rate of 94% and a mean absolute error
of 3.4 + / − 3.0ms for stance duration and 4.9 + / − 3.9ms for the flight time using the
SpoSeNs Node [35].

For the Sprint discipline a light barrier system (OptojumpNext) was employed as ref-
erence system. The results revealed a step detection rate of 95.7%, whereas for half of the
athletes all steps were detected correctly. The stance duration during the sprint showed a
mean absolute error of 4.3 +/−3.2ms [41]. In terms of accuracy, these results outperform
the results of related work that used lower sampling frequencies [189]. The mean absolute
difference towards the reference system is consistent with that of related work [190].

In the Long Sprint analysis, athletes where continuously monitored during sprint on a
400m competition track. The temporal structure of the typical performance parameters, i.e.,
stance duration and step frequency, was measured to analyze the fatigue level of the athletes.
The results showed that stance durations increased and step frequencies decreased steadily
during the sprint and reached their extreme values in the last section of the track. This
coherence shows how fatigue affects the performance of athletes, moreover as the results
showed that the fatigue level is different for athletes with different training levels [40].

The SpoSeNs Node has furthermore used for pilot studies such as analyzing hurdle sprint
and volleyball spikes as well as for optimizing gaze strategies during the flight of complex
acrobatic maneuvers [46]. In the volleyball study the determined jumping heights showed
a mean difference of about 1cm compared to the reference system, which is comparable to
the results of related work [171].

Discussion and Conclusion

All scientific studies that have been conducted with the SpoSeNs Node have proven that
this measurement method of employing a wearable sensor node delivers reliable results and
enables powerful analysis. Furthermore, due to its versatile usage such that it is not bound to
any environmental conditions, in-field usage is achievable with continuous monitoring and
thereby measurement range and duration restrictions of related approaches [191, 192] can
be overcome. Besides that, the ability of real-time feedback, enabled by embedded analysis
algorithms and wireless communication, delivers just-in-time performance measurements
of the athlete to the coach during training and competition [41,46]. Therefore, the presented
wearable sensor platform represents a considerable contribution for professional sports, as
its employment enhances the quality of training that is required in elite sports [193].
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3.2.2 Wireless Synchronization

The previously discussed wearable sensor node platform is designed to wireless commu-
nicate with an end device, e.g., a smartphone, to report real-time performance parameters
as a feedback to the current sports performance of the athlete. This approach is sufficient
for sports disciplines, where a single sensor device is sufficient for the movement analy-
sis. However, specific sports disciplines also require to measure the body movements at
different locations of the athlete’s body. Such distributed sensor data acquisitions require a
precise time synchronization of the among the sensor units for a reliable performance anal-
ysis. Therefore, the next two sections present new synchronization approaches for wireless
technologies.

Bluetooth Low Energy4

The new wearable sensor device SpoSeNs Node, which is discussed in the previous sec-
tion, is equipped with the new BLE wireless communication standard. At the time of this
research, the BLE standard has just been released as a subset of Bluetooth 4.0 specification.

BLE is specifically designed to ensure long battery lifetimes for battery-powered de-
vices. Therefore, the base concepts guarantee a very low energy demand despite wireless
communication. The main concept is that the radio peripheral can rest in idle mode most
of the time and only is activated in specific time slots, called connection events. The time
interval between these connection events is called connection interval tCI . This interval is
determined upon a connection establishment between the initiating device, referred to as
central device, and the peripheral device. Thus, a precise timing schedule in the link layer
is required, that must not be interfered by the user application. Therefore, data transfer
requests by the user application are buffered and automatically processed upon the next
connection event. As a result, the application program cannot determine the point in time
when the radio becomes active. This ensures a reliable connection handling that is inde-
pendent from the application. However, precise synchronization among connected devices
become quite a challenge, which is why most approaches of related work showed poor
synchronization accuracy as discussed in Section 3.1.2.

Based on the results of related work as discussed in Section 3.1.2, software-based ap-
proaches only lead to sufficient results when the BLE stack is customized to enable a direct
radio peripheral access [73]. However, this results in a solution that is not compatible with
the BLE standard. As a solution, this work presents a hardware-based approach that detects
the radio activity by its characteristic current demand pattern. Since the timing of the link
layer ensures that the radio peripherals of two connected devices are activated concurrently,
this pattern occurs at both devices at the same point in time with a minimal deviation. To
detect this pattern, the proposed hardware design considers a shunt resistor in the voltage

4This section and the related graphics have already partially been published in [39]
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supply path. As shown on the left hand side in Figure 3.5, the voltage across the shunt is
amplified and connected to a comparator inside the System on Chip (SoC).

Figure 3.5: Proposed circuitry for detecting the current peaks, drawn by the BLE radio in the SoC,
together with the comparator interrupt request (IRQ) outputs of two interconnected devices.

This way, an IRQ is fired by the comparator in both devices, displayed as signal edges in
the cyan and magenta-colored signals of the oscilloscope graph in the right hand side of
Figure 3.5. The enlarged area inside the oscilloscope graph zooms in the signal form of
the amplified shunt voltage during a connection event. Here, the first peak is caused by
the wake-up of the SoC from sleep mode. The next two peaks indicate the activation of
the radio peripheral, where the larger peak represents the activation of the receive (RX)
circuitry and the smaller one the activation of the transmit (TX) circuitry. Thus the second
peaks indicate a transmission from the central to the peripheral device, and the last peaks
a transmission in die opposite direction, which is the official transmission order defined in
the Bluetooth specification and described in the appendix C.1.

The delay between the comparator IRQs in both devices have been measured and sta-
tistically analyzed. The outcome has been evaluated against the accuracy of the main clock
source for the SoC and the chosen connection interval tCI , as these potentially affect the
timing of the BLE radio. Clock sources like the on-chip RC oscillator, which are less accu-
rate than external crystal-based oscillators (XTAL), require an earlier radio activation at the
peripheral device in order to compensate the possibly increased frequency error as shown
in Figure 3.6. This graphic shows the time delays between the current demand curves of
the interconnected central and the peripheral device, iCentral and iPeripheral, as represented
in the respective amplified shunt voltages VShunt together with the reference voltage of the
comparator VRef . Longer connection intervals can lead to an accumulation of the time base
error, as the idle time of the device is longer. Therefore, it can be expected that the devia-
tion of the IRQ occurrence in both devices becomes larger for longer connection intervals
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and less accurate clock sources. The solution to these issues is to not use the rising edge of
the current peak, which occurrence depends on the above-mentioned factors, but to assess
the falling edge. At the falling edge, the radio peripherals are disabled after a connection
event, which means that the compensation of the inaccuracy has already been performed.
Figure 3.6 shows that the deviation of t∆RE is usually larger than the deviation of t∆FE and
furthermore depends on the accuracy of the clock source.

Figure 3.6: The time delays between the IRQs for rising (t∆RE) and falling edge (t∆FE) trigger.

Therefore, the time delay between both IRQs is defined as tIRQ delay = t∆FE for the pro-
posed method and its deviation determines the achievable synchronization accuracy. The
frequency error ε of crystal-based oscillators is defined in ppm and specific to the employed
crystal. The frequency error of the on-chip RC oscillator is defined in the data sheet of the
SoC. In order to compensate this error, the designer can chose between different calibration
intervals tcal for the RC oscillator.

The following results in Figure 3.7 and Figure 3.8 show that when evaluating the falling
edge of the current peak, the variation of the interrupt occurrence does neither depend on
the connection interval nor on the accuracy of the clock source.

For the longer connection intervals, less data sets have been recorded than for the shorter
intervals, therefore these tCI values exhibit less occurrences than the others. The results
show, that neither the clock source nor the connection interval affects the results when
choosing the falling edge as IRQ trigger. Therefore, the standard deviation of tIRQ delay

in all settings is the same and has been determined to 0.9µs. This standard deviation de-
termines the accuracy of wireless synchronization applications that exploit the presented
methodology.
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Figure 3.7: Synchronization accuracy with respect to different connection intervals tCI .

Figure 3.8: Synchronization accuracy with respect to different clock sources (crystal-based (XTAL)
and RC oscillator-based (RC)).

The presented method leads to significantly lower synchronization errors than the approaches
of related work, while being completely compliant with the BLE standard. Table 3.2 shows
the result of the proposed principle compared to the approaches of related work.

Principle Accuracy (std. deviation / average latency)

This work ±0.9µs

CheepSync [72], [73] 10µsa

Bideaux et al. 1 [71] ±0.41ms

Bideaux et al. 2 [71] ±14.9µs

Ghoshdastider et al. [194] 37.781ms

Ghoshdastider et al. [70] 45.071ms
a Custom, nonstandard BLE stack

Table 3.2: Synchronization accuracy results of the presented methodology compared to related
work.
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Real-Time Body Area Network SyRealNET

In the previous section, a new wireless time synchronization method has been proposed for
BLE-based Personal Area Networks (PANs) to overcome the protocol-intrinsic separation
of physical and application layer that hampers wireless time synchronization applications.
This method generates hardware time stamps that can be used for a time synchronization
between two interconnected devices, i.e., a central and a peripheral device. In order to
establish a synchronized network with multiple communication parties than two, the re-
spective central device needs to hold multiple connections to multiple peripheral devices
and needs to distinguish which hardware time stamp is related to which of its connected
slaves. However, there is no reliable possibility in the central device to assign specific
connection events, as they are reflected in the current peaks, to a specific peripheral device.

Therefore, a new approach is presented in this section to design a synchronized network
with multiple communication parties. This approach is not based on the BLE protocol,
instead a proprietary protocol for a BAN has been designed.

To evaluate this protocol, a dedicated hardware was designed that forms an extensive
wireless BAN with up to ten wireless sensor devices. The BAN is designed for a low power
operation to enable battery-powered devices and due to its wireless connectivity it provides
a high degree in flexibility and therefore can compete against related wire-based sensor
systems on the market.

Wireless Body Area Network Topology

The wireless BAN consists of up to ten battery-powered sensor devices and one gateway
device as shown in Figure 3.9.

Figure 3.9: Star form topology of the proposed BAN with ten sensor devices and one gateway.

From a communication perspective, the gateway device acts as master and synchronization
commissioner whereas the sensor devices act as slaves. The sensor devices receive a syn-
chronization command all at once and trigger their internal sensing peripherals. Then, the
sensors transmit their sensor values one after another to the gateway, who transfers the data
sets to a host computer via USB.



74 Wearable Wireless Sensor Networks for Professional Sport Performance Analysis

Synchronization Principle

The employed synchronization principle is similar to the IO-Link Wireless protocol [195,
196]. IO-Link Wireless is an extension of the popular IO-Link protocol, which replaces
the wired physical layer with a wireless data link. The wireless communication protocol
is based on a master slave topology with time division multiple access (TDMA) access.
The first step of each transfer cycle, the master transmits a multicast downlink frame to all
slaves as shown in Figure 3.10. During the second step, the slaves transfer an uplink frame
to the master one after another to the master. This way, an intrinsic time synchronization
among all slaves is performed with the downlink by the master, similar to the Reference
Broadcast Synchronization (RBS) [177] principle.

Figure 3.10: Each transfer cycle that starts with a downlink by the master followed by consecutive
uplinks from all slave devices.

The synchronization error among all slaves in the SyRealNET is determined by the follow-
ing error sources:

• Different wireless signal propagation times due to different distances from the master.

• Delays in the RX interrupt handling in the SoC.

• Wireless signal reception in the physical layer of the receiver chain.

The first error source is negligible due to the usually short distance differences between
the slaves and the master in a BAN. The second error source has been minimized in the
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embedded firmware by an interrupt driven design. As the interrupt handling is the same in
each slave and is synchronous with the main clock frequency, the synchronization error of
this is within the range of one clock cycle of the main oscillator, which runs at 48MHz.
The third error source is determined by the granularity of physical bit rate which is 2Mbps,
leading to a signal reception quantization error of 1

2Mbps
= 500ns. Since the third error

source is orders of magnitudes higher than the other sources, the maximum synchronization
error is determined by this error source.

Sensor Data Acquisition

Upon reception of the downlink frame by the master, each slave device triggers a measure-
ment of its internal IMU as shown in Figure 3.11.

Figure 3.11: Sensor data acquisition of the IMU, synchronous with the network synchronization.

This way, the sample impulse for the sensor data acquisition takes place in each slave device
at the same point in time. The deviation is determined by the configured sample rate of the
IMU, which cannot be synchronized with the wireless communication system since it’s
internally controlled by the employed IMU. Therefore, the highest sample rate leads to the
lowest deviation.

SyRealNET System Design

Figure 3.12 shows the hardware concept of the SyRealNET node that mainly consists of
an ARM Cortex M4-based radio frequency (RF)-SoC, a rechargeable battery, and an IMU
MEMS sensor. The vibration motor is intended for feedback mechanisms during rehabili-
tation therapy, which is however subject to current research.

Figure 3.12: Hardware concept of the SyRealNET Sensor.

As multiple sensor devices are intended to be worn on the body, the requirements for the
system design have been even stricter than the platform presented in Section 3.2.1. They
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needed to be significantly more lightweight, such that the main contributor to the weight —
the battery — had to be changed to a very small type. The chosen type only weights a few
grams and comes with a capacity as low as 70mAh. In return, this restricts the energy con-
sumption of the sensor device and requires an ultra-low power operation. This has mainly
been achieved by a dedicated embedded software architecture that exploits the SoC-specific
programmable peripheral interconnection features for an event-and-task-driven event and
action management. Figure 3.13 shows the architecture of this peripheral interconnection
feature, which interconnects events of peripherals via programmable channels with tasks of
other peripherals and thereby enable a control flow without Central Processing Unit (CPU)
intervention.

Figure 3.13: The basic architecture of the programmable peripheral interconnect (PPI) (source:
Nordic Semiconductor).

Temporary idle phases of peripherals are avoided by powering them down once the sched-
uled idle time exceeds the respective wake-up time. To ensure a precise timing despite a
frequent power-down and wake-up procedures, the wake-up times for each peripheral are
considered in the event schedule. In general, the main context of the CPU is always off,
which ensures an ultra-low power operation of the desired synchronization operation. More
details about the implementation and the peripheral interconnections are documented in the
SyRealNET documentation [197].

The system hardware has been designed as low cost system that only requires off-the-
shelf electronic components. A proper enclosure as shown in Figure 3.14 enables a flexible
attachment on the body with belts. Due to its low weight of ≈ 31g, any negative influence
on the mobility is minimized.
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Figure 3.14: Enclosure of the sensor device for flexible attachment.

Discussion and Conclusion

The presented new synchronization methods enable a low power wireless synchronization
of distributed WSNs. The first method is dedicated to synchronize two devices and relies
on the BLE standard, whereas the second is intended for multiple devices and proposes
a dedicated wireless synchronization protocol. Compared to approaches by related work,
these methods exhibit an increased synchronization accuracy.





Chapter 4

Low Power High-End Security for the
Internet of Things

”Privacy is the right to a free mind.”

Edward Snowden

Like the previous chapter, this chapter discusses mobile embedded systems as indicated
in Table 4.1. However, whereas the previous chapter specifically addressed portable and
wearable devices that are powered by rechargeable batteries, this chapter focuses on energy-
specific design challenges of devices that are powered by primary battery cells.

Autonomous Mobile Stationary
Embedded Systems Embedded Systems Embedded Systems

Table 4.1: This chapter addresses mobile embedded systems. More specifically devices that are
powered by primary battery cells.

Primary battery cells are the usual power supply for non-portable and fixed electronic de-
vices, for which no local power supply, i.e., energy grid, is available. In contrast to portable
and rechargeable devices in the previous chapter, non-portable devices require very long
battery lifetimes in the range of years to ensure an adequate usability. This applies specifi-
cally to locally fixed and stationary-mounted Internet of Things (IoT) edge devices, where
every battery replacement represents an additional organizational and economical effort that
must be avoided. As IoT edge devices are connected to the internet, a further critical aspect
is the security of the communication where high-end security mechanisms are inevitable
to be resistant to attacks. This need for — typically computationally and energy-intensive
— security algorithms leads to the most critical microelectronic design challenges, since it
is contrary to the requirement for long battery lifetime, to which a low energy demand is
a prerequisite. This becomes even more critical due to the fact that embedded computing
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platforms of IoT edge devices typically come with limited computing performance com-
pared to conventional internet-connected devices like desktop Personal Computers (PCs)
and servers.

Key aspects to a successful IoT are flexible and affordable communication infrastruc-
tures as well as low development costs for the things, i.e., IoT edge devices. Therefore,
as far as the edge devices are concerned, the success of the IoT depends on the ability of
employing low cost edge devices that can operate from small batteries for a long time. This
leads to a conflict for IoT infrastructures that simultaneously aim at a high level of secu-
rity. On the one hand, the edge devices come with several restrictions due to their small
energy budget and limited computing performance compared to a personal computer due
to their embedded Microcontroller Units (MCUs). On the other hand, high-level security
protocols like Transport Layer Security (TLS) come with computationally intensive algo-
rithms, which similarly applies to the protocol handling for network protocols like Internet
Protocol (IP) and transport protocols like Transmission Control Protocol (TCP).

This chapter is structured as follows: Section 4.1 covers the technical background and
challenges regarding IoT connectivity, general IP-based internet security and the state-
of-the-art in security approaches for resource-constrained IoT edge devices. Section 4.2
presents the new scientific contributions for ultra-low power system design of IP-enabled
IoT edge devices and shows how this allows for an end-to-end TLS-encrypted communica-
tion.
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4.1 Technical Background, Scientific Challenges and Re-
lated Work

The concept of IoT has a broad variety of technology topics and aspects: Data collection,
processing and analysis, cloud connectivity, system design of edge devices, gateways and
servers, etc. This work is dedicated to the cloud connectivity, i.e., how edge devices are
physically connected to the internet, and the system design of secure and low power edge
devices.

4.1.1 IoT Connectivity

As far as the cloud connectivity is concerned, a large variety of solutions has been developed
during the last years. Figure 4.1 shows some popular connectivity topologies that have been
pushed by companies and standardization initiatives:

Figure 4.1: Variants of Low Power IoT connectivity for battery-powered edge devices (technology
logo sources: [198, 199]).

Each topology has its specific strengths and weaknesses in terms of flexibility of usage,
energy requirements for the edge devices, implementation complexity and security features.

The basic idea behind Cellular IoT (CIoT) is to connect everything directly via Wide
Area Networks (WANs) to cellular base stations and therewith to the internet without need-
ing a smartphone or a gateway. Therefore, cellular communication standards have been
adopted to address the limited energy budget of constrained edge devices. Long Term Evo-
lution (LTE), is one of the most popular standard besides 5G that is released by the 3rd
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Generation Partnership Project (3GPP) [198], a global initiative that develops and man-
ages cellular standards. Depending on its performance, LTE is split up in categories that
differ in bandwidth, Multiple Input Multiple Output (MIMO) capabilities, modulation, etc.
Originally, LTE has been developed to speed up the cellular internet and cloud connec-
tivity, without specifically addressing low power operation for constrained edge devices.
To enable low power with the cellular LTE infrastructure, dedicated LTE categories have
been released by the 3GPP that differ to conventional categories in less bandwidth, lower-
level modulation, half-duplex transfer and omitted MIMO support. Exemplary categories
dedicated to low power CIoT are Cat-M1, also known as LTE-MTC (Machine Type Com-
munication) (LTE-M), and Cat-NB1, also known as Narrowband-IoT (NB-IoT). Compared
to NB-IoT, LTE-M comes with a higher bandwidth and throughput as well as a lower la-
tency. In return, NB-IoT offers a higher range to the base station and provides a better
signal penetration in buildings.

CIoT provides a flexible system usage and deployment, however it requires cellular
coverage that highly depends on the region and the national service providers. Further-
more, every communication party, i.e., thing, must be equipped with a Subscriber Identity
Module (SIM) for the required network authentication with the base station, which results
in individual service fees per device.

Alternative WAN-based topologies use proprietary network infrastructures (e.g., SIG-
FOX [200]) or employ dedicated gateways to route the traffic to the internet (e.g., Long
Range WAN (LoRa-WAN)).

Transverse approaches to WAN-based infrastructures employ shorter range networks
like Local Area Networks (LANs) or Personal Area Networks (PANs) to sum up multiple
edge device connections to one single internet endpoint by using a local gateway device.
This way, network operation fees can be reduced significantly or even existing wired in-
ternet endpoints can be used. Furthermore, the system design of the edge devices can be
less complex, as only local network connectivity is required. Shorter ranges of wireless
transfer protocols also come with lower energy demands in relation to the bandwidth com-
pared with WANs. However, the requirement of local gateway devices results in additional
device development and maintenance, which can lead to serious issues especially regarding
security aspects. Each security-relevant device poses a potential security risk on the IoT
system.

4.1.2 Security

The seriousness of security-related issues and the vulnerability of current IoT infrastruc-
tures became obvious due to many data leaks and reports of bot net misuse of IoT devices
that became public in the recent years. Therefore, security has been valued as one of the
biggest challenges in order for the IoT concept to be successful [201]. The relevance for
high-end security ranges throughout the entire field of applications, ranging from privacy
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issues in consumer-oriented IoT systems to industrial applications (Industrial Internet of
Things (IIoT)). IIoT concepts, e.g., enable industrial machinery to be interconnected with
cloud services to optimize industrial processes. Especially there, transferred data is often
related to critical and safety-relevant infrastructures.

The state-of-the-art data transport security protocol for the internet is TLS. Prior to a
new data connection between two communication parties, a handshake procedure is con-
ducted to establish a secure connection. This handshake procedure is built on mutual au-
thentication of the communication parties and secure session key exchange procedure. The
authentication process prevents Man-in-the-Middle attacks by using cryptographic meth-
ods, such as Digital Signature Algorithm (DSA), to ensure that the identity of every com-
munication party is unique and cannot be falsified or stolen. The key exchange procedure
utilizes cryptographic methods like Diffie-Hellman (DH) to securely transfer an encryp-
tion key over an insecure channel. An additional level of security can be achieved by
establishing a new encryption key upon every connection. This level is called Perfect For-
ward Secrecy (PFS) and it employs the DH protocol with ephemeral keys (Diffie-Hellman
ephemeral (DHE)). Figure 4.2 shows the simplified handshake procedure.

Figure 4.2: TLS handshake as initial procedure for an encrypted communication.

After the handshake procedure, all further communication is encrypted with the session
key. The authentication is based on certificates and relies on an existing global Public Key
Infrastructure (PKI) with commonly trusted certificate authorities as root of trust [202].
This PKI is existing in the internet for many decades and provides trust and security to
all well-known security-relevant services like online banking. TLS relies on the TCP to
establish a secure data transfer via an end-to-end IP-based connection. The achievable data
transfer security levels of TLS are valued as very high and certified by various institutions.
Therefore, it is broadly applied in all common internet communications for many decades.
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4.1.3 IoT Security for Constrained Edge Devices

The conventional cryptographic algorithms employed for authentication and key exchange
are based on Rivest–Shamir–Adleman (RSA) cryptography, which works with key lengths
of at least 2048 Bit. These key lengths place high requirements on communication through-
put, computing performance and local memory. In order to reduce the related overheads for
the embedded computer platform of the edge device, Elliptic Curve Cryptography (ECC)
has emerged as an alternative to RSA. ECC reduces the computational effort significantly
with respect to classical RSA algorithms [203], especially regarding the key exchange [204]
as the key sizes are reduced significantly by keeping the same level of security.

However, despite the reduced computational effort of ECC, TLS is usually not em-
ployed in IoT systems to secure data transfer between low power edge devices and servers.
First because the computational requirements are still too high for the limited computing
capacity of low power edge devices [74], and, second, due to missing end-to-end communi-
cation between edge device and server. The reason for the latter issue is mostly because of
the required gateways that bridge the edge device communication to the internet, but also
because internet-compliant protocols like IP are considered as too bulky and too computa-
tionally intensive for resource-constrained embedded platforms [74–77]. The most likely
TLS connection only exists between the gateway and the server like, e.g., in LoRa-WAN
and other proprietary solutions.

The importance of advanced security standards for the IoT is a broadly accepted fact
and has been intensively studied in the last years [76,201,205]. Many proposals have been
published in the recent years to manage and ensure trustworthiness in the heterogeneous
IoT world [206]. However, it seems to remain an unsolved challenge, especially due to the
vast heterogeneity of existing IoT devices [207]. The fact that most deployed IoT devices
are not as simple configurable and upgradable as conventional IT systems emphasizes the
requirements for these devices to provide security by design [74].

As a solution, related work came up with lightweight alternatives to TLS like energy-
efficient Datagram TLS (eeDTLS) [78], E-Lithe [79], Compact TLS (CTLS) [208] and
many others [80, 81, 209, 210]. Common disadvantage of lightweight alternatives is that
they do not offer the identical level of trust as TLS. Furthermore, their usage leads to com-
patibility issues, as these lightweight protocols are mostly not supported by public internet
services and major cloud system vendors [211–213].

In order to establish a highly secure IoT infrastructure that allows for using low power
and low complex edge devices, a PAN/LAN network technology must be employed that
can efficiently transfer IP data transfer. The popular Wireless LAN (WLAN) or wireless
fidelity (WLAN) (WiFi) technology however is known for extensive energy demand and
thus is not suited for battery-powered edge devices. Regarding PAN technologies, the IPv6
over Low Power Wireless Personal Area Network (6LoWPAN) [214] standard has been es-
tablished to enable an Internet Protocol v6 (IPv6)-based data transfer over low power and
bandwidth constrained communication protocols. 6LoWPAN introduces several concepts
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for efficient IP data transfer, such as packet compression and fragmentation. Established
implementations are provided by Bluetooth Low Energy (BLE) and IEEE 802.15.4 [215]-
based protocols like Thread and ZigBee, whereas BLE has been shown to be more robust
to obstacles [216] and to outperform IEEE 802.15.4 in terms of energy efficiency in gen-
eral [217, 218] and specifically for 6LoWPAN [219].

However, at the time of this research, related work had not yet presented a design ap-
proach for a battery-powered IoT edge device that offers end-to-end IPv6 connectivity to-
gether with PFS-grade TLS encryption at reasonable battery lifetimes.
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4.2 New Contributions

This section presents the new scientific contributions of this thesis in the research field of
mobile embedded systems, powered by primary battery cells. It specifically addresses the
challenges to enable sophisticated security features on non-portable, battery-powered IoT
edge devices. The contributions are divides into two topics:

• Section 4.2.1 presents a new platform design for an ultra-low power IoT edge device.
To ensure robustness against common issues in third-party software components, e.g.,
IP stack, a dedicated hardware-based mechanism for a stateless operation is designed.

• Section 4.2.2 addresses the design challenges between ensuring long battery lifetimes
and providing high-end security at the same time. As sophisticated security protocols
like TLS rely on computationally intensive security algorithms, they are known to be
energy-intensive and therefore affect the battery lifetime. This work shows how an
end-to-end TLS encryption becomes feasible for battery-powered devices that guar-
antees years of battery lifetime under certain assumptions and constrains. Therefore,
a specific IoT infrastructure proposed as a new indicatory approach towards a secure
and ultra-low power IoT.
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4.2.1 Ultra-Low Power IoT Edge Device Platform Design

The hardware platform for the ultra-low power IoT edge device is constructed around
the nRF52840, an ARM Cortex M4-based System on Chip (SoC) by Nordic Semicon-
ductor [220] with an integrated BLE-compliant 2.4 GHz radio. This SoC comes with a
Software Development Kit (SDK) and BLE software stack that supports 6LoWPAN stan-
dard to transport IPv6 via BLE. The advanced event and interrupt management system as
well as the different power modes of this SoC allow for a low duty cycle-operation. There-
fore, the node is in power-down mode most of the time and only activated in predefined
time intervals or on specific events. This reduces the overall energy demand significantly
in contrast to conventional computing with massive Central Processing Unit (CPU) inter-
vention. On wake-up, the next active cycle starts, in which sensor data is obtained and
transferred to the server. After successful data transfer, power-down mode is entered again.

Further components of the hardware platform are different types of sensors as shown
in Figure 4.3.

Figure 4.3: Hardware platform of the IoT edge device with a hardware-based stateless operation
mechanism.

So far, this hardware design follows a standard approach for IoT edge devices used for
environmental sensing applications. However, early evaluations of the system revealed
the necessity of additional functionality, as the embedded software was crashing after some
days of operation. Some reasons for this have been located in employed third-party software
modules such as the SDK, IP stack or TLS implementation, of which many were in an
experimental stage of development at the time of this research. Other reasons arose from
timeout issues in the server software, which is usually not optimized to communicate with
resource-constrained edge devices and the respectively longer packet processing delays. In
order to provide a high level of robustness against such unforeseen software failures, the
platform design was extended with a hardware-based mechanism that enables a stateless
operation.

The stateless operation mechanism was realized by a custom power-down and wake-up
unit (PdWU), which introduces a power gating for the main SoC. This PdWU involves a
self-killing circuitry for the SoC and outsources the wake-up control to an external con-
trol instance. The external control instance is realized by a Real-Time Clock (RTC) chip
that is configured just before power-down is issued and wakes up the SoC by an interrupt.
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This way, each new active cycle is started by a power-on reset, due to which the state of the
embedded software is lost in the event of a malfunction and cannot affect the next active cy-
cle. To log errors through the reset cycle, an electrically erasable programmable read-only
memory (EEPROM) has been considered in the hardware platform as shown in Figure 4.3.

Via the power control (PC) line of the PdWU circuitry, the SoC keeps its power supply
enabled during the active cycle and activates power gating for power-down (self-killing
circuit). After a predefined period of time, the RTC activates the power supply for the SoC
again by firing a low level interrupt. In power-down, the only continuously powered device
is the RTC, which results in power-down currents of only a couple hundred nanoamperes.

The hardware comes as a small printed circuit board (PCB) as shown in Figure 4.4. It
is powered by a single lithium AA cell as energy source, leading to small dimension of the
edge device that ensures a flexible deployment and broad application range and comes at
reasonable costs, as only off-the-shelf components have been used for the hardware design.

Figure 4.4: Hardware of the BLE-based IoT edge device, equipped with environmental sensors and
further capabilities for additional components.

The following section presents the evaluation results of the TLS-security features, which
was implemented for the IoT edge device platform described in this section.
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4.2.2 End-to-End TLS with Perfect Forward Secrecy

Proposed IoT Infrastructure

The basic concept of TLS security is an end-to-end connection between the communication
parties without intermediate stations that are involved in the handshake process. Therefore,
a true end-to-end IP connection can be seen as a prerequisite for a truly secure TLS-based
encrypted communication. As discussed before, many PAN protocols support IP-based
transfer by, e.g., employing the 6LoWPAN standard. However, most of these protocols
do not support TCP transfer but only User Datagram Protocol (UDP), due to restrictions
in protocol handling and computational complexity. In contrast, since version 4.2, BLE
supports full IP transfer with 6LoWPAN [221], supporting both TCP and UDP. Therefore,
in this work, BLE was employed as low power PAN to interconnect the IoT edge devices
and enable them as IP and TCP communication party. The proposed IoT infrastructure is
based on the IoT communication concept by Nordic Semiconductor [220], a well-known
manufacturer of BLE SoCs. Figure 4.5 shows the resulting communication topology of the
proposed BLE-based IoT infrastructure.

Figure 4.5: Proposed BLE-based IoT infrastructure.

As application protocol, the lightweight Message Queuing Telemetry Transport (MQTT)
protocol was employed, as it is valued as the most promising TCP-based application pro-
tocol for the IoT [222, 223]. MQTT therefore became the de facto standard interface for
most commercial cloud vendors for IoT solutions. On the server side, a mosquitto [224]
was used as MQTT broker server.

The gateway is based on the popular small Linux computer Raspberry Pi 3 [225] and
is configured with an optimized setup described by Nordic Semiconductor [226]. It is im-
plemented as a transparent gateway, which only routes the IP transfer between the different
physical layers of the PAN and theWAN. This way, the gateway does not touch any layer
above the IP layer, thereby enabling a true end-to-end IP connection between edge device
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and server. In return, the entire IP and upper layer protocol handling must be carried out in
the edge device. Thus, the main design challenges for the proposed IoT infrastructure con-
stitute the implementation of the bulky and computationally intensive protocol and security
operations on the computationally constrained edge device.

The embedded software of the edge device is based on an implementation example for
TLS by Nordic Semiconductor [227]. This basic example has been enhanced to provide
a PFS-grade security level, i.e., full handshake functionality for mutual authentication and
secure key exchange. The following third-party software modules have been employed:

• 6LoWPAN implementation for BLE: Nordic IoT-SDK

• IP stack for IPv6 connectivity: lwIP [228]

• TLS v1.2 protocol implementation: mbedTLS [229]

• Cryptographic library for the ECC-related computations: Micro-ecc [230]

The major design challenge was to efficiently map the resource-intensive modules like the
IP stack and the TLS library to the limited resources of the SoC.

Evaluation and Results

The evaluation was focused on investigating the security-related overheads in terms of en-
ergy and latency. Therefore, the IoT edge device has been designed as a simple temperature
logger that transfers only 10 bytes of user data to the server in a connection cycle. Potential
use cases have been limited to environmental sensing applications, in which no fast changes
occur that have to be reported and where only a few data transfers per day are sufficient.

Figure 4.6 shows a typical profile of the current demand of the IoT edge device during
a full connection cycle. A connection cycle start with establishing a BLE connection to the
gateway, followed by the TLS handshake procedure and subsequent MQTT connection to
the server that includes the transfer of the user data, and ends with the BLE disconnection
from the gateway.

The individual cryptographic operations during the handshake are marked in Figure 4.6
as ECDSA for the mutual authentication and ECDHE for the key exchange. The current
draw iRMS exhibits a relatively high static current during these operations, which indicates
that the CPU is running continuously for these several tens of seconds. This indicates
that the cryptographic operations are the major contributor to the overall energy demand
and computation latency. In the other regions, the current basically consists of multiple
subsequent peaks, which are mainly caused by the BLE radio activity. The low static load
indicates that the CPU load is relatively low in these regions and that the embedded software
mainly operates interrupt and event-driven there.
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Figure 4.6: Characteristic current profile of a handshake and a consecutive MQTT data transport of
the IoT edge device.

The measurements revealed that the average energy demand per handshake is be around
750mJ at a supply voltage of 3.6V , and the handshake latency around 37s. Within this
latency, the ECC-related computations constitute about 80%, of which three fourth stem
from DSA computations and one fourth from DHE. In contrast to conventional encrypted
internet connections that reuse exchanged keys in further connections to save recurring
handshake, the principle of PFS provides an improved level of security by performing a
full handshake procedure upon each new connection. As this way once exchanged keys
become invalid after each connection, PFS represents the most promising protection for IoT
systems from their edge devices being compromised by attackers. But the reported results
make clear that this comes at the cost of a high energy and latency overhead. Therefore, the
achievable battery lifetime of the proposed IoT edge device mainly depends on the number
of secure connection establishments per day as shown in Figure 4.7.

Figure 4.7: Battery lifetime over the number of TLS-encrypted MQTT connections per day of the
proposed IoT edge device.
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Further assumptions for this battery lifetime calculation are:

• Powered by a standard 3.6V Lithium Thionyl Chloride battery with 70% of its ca-
pacity of 2600mAh considered as usable.

• Power-down current of 1µA (worst case assumption for active PdWU).

• 10 bytes of user data transfer for each MQTT connection.

Discussion and Conclusion

To the best of our knowledge, this was the first work published that showed the feasibility
of PFS-grade end-to-end TLS on resource-constrained, battery-powered IoT edge devices
while guaranteeing years of battery lifetime from a single Lithium AA cell [52]. Therewith
making the common belief of the necessity of lightweight alternatives to TLS for securing
resource-constrained IoT edge devices obsolete.



Chapter 5

Embedded Model Predictive Control for
Technical Infrastructure Facilities

@ a, b, c, n ∈ N>0, n > 2 : an + bn = cn

Pierre de Fermat

The previous two chapters discussed mobile embedded systems, i.e., devices that are
powered either by rechargeable or primary battery cells. This chapter, in contrast, addresses
energy-specific design challenges of stationary embedded systems that are powered by the
energy grid as indicated in Table 5.1.

Autonomous Mobile Stationary
Embedded Systems Embedded Systems Embedded Systems

Table 5.1: This chapter addresses stationary embedded systems that are powered by the energy grid.

The energy grid, if locally available, is the most practical source of power for stationary
electronic systems. Local availability is typically given in industrial environments, where
— characteristic for the Industry 4.0 concept — stationary embedded systems are employed
to undertake key tasks in smart industrial environments like the control of actuators and
processing plants. Due to its control stability and capability of handling many system com-
ponents and parameters, Model Predictive Control (MPC) emerged as a promising control
principle for industrial and technical infrastructure facilities. However, due to its com-
putational complexity, the design of MPC controllers hold serious challenges, especially
regarding energy-efficient implementations on configurable hardware platforms like Field
Programmable Gate Arrays (FPGAs).

In this work, an MPC controller for a smart water infrastructure is designed, which
comes with the specific requirement of a long prediction horizon1. The key challenge that

1The prediction horizon describes how far the control algorithm predicts the system behavior in the future.
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is addressed is the implementation of the complex mathematical optimization algorithm of
MPC in a parallel manner under the constraint of a low-cost FPGA with a comparatively
low hardware resource count.

This chapter is structured as follows: Section 5.1 discusses the technical background
and design challenges regarding MPC and FPGAs and presents embedded MPC implemen-
tation approaches for FPGAs as proposed by related work. Section 5.2 presents the new
scientific contributions to significantly reduce the memory demand of MPCs controllers,
which enables an embedded implementation of a long prediction horizon controller on a
low power FPGA platform.
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5.1 Technical Background, Scientific Challenges and Re-
lated Work

Modern infrastructure systems consist of various distributed entities, forming a grid of mul-
tiple interconnected units. For sustainable power supply, e.g., the idea of the smart grid
emerged as one of the most promising concepts. Energy sources like power plants and
wind turbines are connected for communication with energy distribution and storage facil-
ities. In water distribution systems, pump stations are interconnected with water pipelines
and valves, linking together sources like wells, water tanks and sinks. The coordination and
control of these infrastructure systems is a challenging task, especially because a reliable
operation is crucial. These control systems have to handle a large number of system com-
ponents by following strict constraints, which points to the concept of Model Predictive
Control (MPC) as appropriate control method.2

5.1.1 Model Predictive Control

MPC is based on a continuous mathematical optimization of the desired control objective
by predicting the system behavior in the future. In comparison, conventional controllers
control the system output to the desired value with a continuous feedback of the real output
and try to minimize the error. Hence, usually a plain reactive principle is applied that
is vulnerable to overshoots and short-term instabilities. In contrast, MPC incorporates a
mathematical model of the system that is to be controlled. Using this model, the resulting
system output can be calculated and predicted based on the input and the current system
state. This allows to formulate the optimal input as an optimization problem (also referred
to in the appendix D.1). As a result, the solution of the optimization problem leads to the
best possible system behavior that compensates long term effects and strictly sticks to state
constraints.

On the contrary, compared to conventional control systems, MPC usually incorpo-
rates large computational overheads due to computational complexity of the numerical
optimization process and comes with relatively large memory demands. Therefore, for
a long time MPC has been limited to slow applications like specific industrial processes
and has required energy-intensive high-performance computers for execution. However,
in the recent years, new achievements in computer hardware and the massive the deploy-
ment of Graphics Processing Units (GPUs) and FPGAs overcame the limited computing
capacity of general purpose Central Processing Units (CPUs) and enabled MPC imple-
mentations on embedded computing platforms [85, 231]. Such implementations are more
energy-efficient due to the massive parallelism of these platforms and the directly accessible
high-bandwidth memory, which is essential for data-intensive tasks like MPC. Specifically
highly customizable FPGAs platforms became more and more attractive for MPC due to

2Paragraph has already been published in [48]
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their massive parallelism capabilities [232] that allow fast computations with a high energy
efficiency [233–235].

5.1.2 Field Programmable Gate Arrays

FPGAs are programmable logic devices that consist of multiple Configurable Logic Blocks
(CLBs) that contain basic units for memory, arithmetic and logic operations. These units
can be configured and interconnected to form specific and complex hardware designs as
combinatorical or sequential circuits. The available number of these units on an FPGA
device are also known as hardware resources. Figure 5.1 shows the basic structure with
CLBs as well as additional memory and computation blocks.

Figure 5.1: Internal structure of an FPGA: Basic architecture with distributed logic blocks (left)
and additional memory and computation blocks (right) (source: Xilinx [236]).

In general, the following types of basic units are present on FPGA devices:

• look-up tables (LUTs): Their structure allows to, e.g., realize any logic function by a
specific setting of the inputs of the multiplexer.

• Flip Flops (FFs): They are basic and fast memory cells that can be used as registers
where, e.g., data is buffered between two clock cycles.

• Block RAMs (BRAMs): These are memory units that, e.g., can be used as random
access memory blocks in the hardware design.

• Digital Signal Processors (DSPs) block: These units are Arithmetic Logic Units
(ALUs). They are capable of performing arithmetic operations such as addition,
multiplication and accumulation.

Figure 5.2 shows the internal structure of the LUTs, FFs and DSPs.
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Figure 5.2: Internal structure of the units (source: Xilinx [236]).

In contrast to conventional CPU-based system design, hardware designers have a very high
flexibility in designing the circuits for FPGAs. Whereas CPUs programs follow a sequen-
tial execution of instructions, hardware designs can make use of massive parallelization
possibilities. Furthermore, CPUs are limited to a list of supported number formats, such as
integer and floating point. In contrast, an FPGA allows to specify any number format pre-
sentation, even customized formats, which enables an optimal usage of existing hardware
resources according to the given system requirements (also refer to the appendix D.3).

The amount of hardware resources, e.g., LUTs, FFs and memory, on FPGA devices
is limited. Thus, the complexity of the system that can be implemented is also limited.
Therefore, the size of MPC systems on FPGAs is restricted in most published applications.
Primary only small to medium-scale MPC systems with relatively short prediction horizons
have been explored.3

5.1.3 Embedded MPC on FPGAs

Control systems are usually modeled with the help of comprehensive math tools that allow
straight forward controller design due to supportive libraries and dedicated environments.
Matlab is such a tool that, e.g., enables sophisticated functional simulation and verification
with provided toolboxes for control systems.

Hardware designs for FPGAs are typically implemented using a Hardware Description
Language (HDL) like VHDL or Verilog. As HDLs usually operates at gate level, their usage
requires a comprehensive knowledge of the underlying hardware architecture and typically
induces a time consuming development process. In order to enable easier and faster design
processes, alternative High Level Synthesis (HLS) methods have been released. HLS allows
to use conventional programming languages for the hardware development like C/C++ or
SystemC, instead of HDLs.

3Paragraph has already been published in [48]
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Another approach is the use of code generators that generate HDL code out of other de-
sign languages. For instance, Mathworks [175] provides the Matlab HDL Coder to generate
hardware designs out of Matlab source code.

However, generated HDL code tends to poor design quality regarding hardware re-
source utilization and energy efficiency. Matlab HDL Coder has been shown to synthe-
size resource-hungry hardware designs compared to Xilinx Vivado HLS [237], [238]. As a
compromise, combining code generation with HLS has been proposed to generate resource-
efficient implementations on resource-constrained FPGA systems [239].4

Related work presented implementations of embedded MPC for parallel computing
platforms like FPGAs and GPUs [240–243]. These works differ in applied optimization
algorithms, system applications and benchmark, performance requirements and system
size. But, in general, all related MPC implementations profit from the massive parallel
computing capabilities of these platforms. Regarding the achievable energy efficiency,
FPGA-based implementations outperform implementations on both conventional computa-
tion platforms [234] and GPUs [244, 245], since they profit from a high degree of cus-
tomization. Furthermore, FPGAs show better deterministic behavior than GPUs: De-
signs on GPUs can exhibit scheduling issues [246], whereas FPGA-based MPC designs
can be employed for real-time applications [82–84]. The flexibility of FPGAs regard-
ing customized number format representation has been exploited to enhance the perfor-
mance of MPC designs by moving from standard floating-point to fixed-point formats [82,
83, 237, 247, 248]. As fixed-point arithmetic requires less complex computational units
than floating-point arithmetic, the designs show higher throughput, need less hardware re-
sources and are more energy efficient. In return, fixed-point arithmetic requires to properly
deal with overflows and precision losses due to arithmetic round-off errors and less precise
value presentation. This loss in precision is manageable for some implementations [249]
whereas others require specific handling techniques to ensure the control stability [250]. As
an alternative approach, customized floating-point number formats have been explored to
fill the large space between the standard double to single-precision formats [84, 235, 251].

The use of alternative number formats also impacts the required memory resources,
which is a critical and often limiting factor in MPC implementations on FPGAs. In most
related works, the limited memories on FPGAs, i.e. BRAM, limits the realizable system
complexity. Techniques like dynamic scheduling have been proposed to deal with limited
hardware resources [248]. The authors of [252] e.g. utilized a heterogeneous platform
(CPU + FPGA) to involve external memory capabilities. However, only a few papers ex-
plicitly have targeted the issue of limited BRAM by proposing specific memory saving
techniques [253]. Among those, a promising approach is to exploit the sparsity of the sys-
tem matrices [254]. Memory savings by a factor of 10 have been reported [255]. Employ-
ing compressed matrix formats like compressed diagonal storage can lead to substantial
memory savings [256], since only matrix diagonals with nonzero entries need to be stored.

4Paragraph has already been published in [48]
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Depending on the structure and dimension of the matrices memory saving of at least one
order of magnitude have been achieved [257]. Utilizing further structural properties in the
MPC matrices, reduced the memory requirements by 75% [257].5

At the time of this research, most proposals by related work were limited to reference
designs or benchmark systems and often only proposed algorithm-specific optimizations.
However, only a few works came with a practical relevance to the industrial or environ-
mental infrastructure sector. Therefore, designs that consider specific related properties —
e.g., that control systems for environmental infrastructures require long prediction horizons
for a stable operation due to their rather slow system dynamic [86] — have been missing
in state-of-the-art. In fact, to the best of our knowledge, all proposed works of embedded
MPC for FPGAs exhibited a prediction horizon of considerably lower than 100.

5Paragraph has already been published in [48]
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5.2 New Contributions

This section presents the new scientific contributions of this thesis in the research field of
stationary embedded systems, powered by the energy grid. It addresses the design and
optimization of embedded MPC controllers on FPGAs in the area of industrial and envi-
ronmental infrastructures. Such MPC-based controllers are well-known for their computa-
tional complexity and memory-intensive algorithms, which leads to the major challenges
in the design procedure and implementation of these controllers:

• Section 5.2.1 addresses these design challenges between the high computational re-
quirements of MPC and the restricted computational resources of embedded FPGA-
based computing platforms. Specifically, an MPC controller for FPGAs is designed
for smart environmental infrastructures, which in this case enables an economic op-
eration of a water distribution network (WDN). The controller is optimized to fit into
the target device Xilinx Zynq7000, a low-cost FPGA platform that comes as hetero-
geneous device as it also incorporates a processing system (PS) based on an ARM
Cortex A8. In order for the controller to fit into the target device, a new optimization
method is presented that reduces the memory demand by a factor of ≈ 80 compared
to the base design generated by Matlab. This is part of a multidisciplinary project, in
which this work covers the optimization and implementation of the controller onto an
embedded FPGA-based computing platform. Further contributions are the MPC con-
troller and benchmark design [48, 258], which are documented in the appendix D.2.

• Section 5.2.2 shows how the proposed embedded control system can be physically
incorporated into a state-of-the-art pump aggregate.
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5.2.1 Structural Data Compression for MPC on FPGAs

The main control objective of environmental systems is to achieve an optimal long-term
operation while ensuring a stable service that is robust to external disturbances. Costs like
electrical power required for operation are to be minimized while still satisfying the con-
sumer demands. Such systems are usually large scale, subject to constraints and need to
be operated both safely and cost-efficiently. In addition, they usually have a slow system
dynamic, which requires long prediction horizons for a stable operation [86]. Therefore,
design metrics like scalability and cost-efficiency are more important than speed and per-
formance. The reported results are also applicable to other infrastructure systems with
these properties, such as irrigation canals, supply chains or traffic control. In this work,
the methodology is presented for a system structure derived for a simplified WDN, namely
a linearized discrete-time system, subject to box-constraints with time-varying quadratic
cost.6

The purpose of the control system in this work is to optimize the operation of a WDN
system over a long prediction horizon in an economical point of view. A sample rate of
15 minutes was considered, which leads to a prediction horizon N of slightly below 100 in
order to cover an entire day.

Basic Controller Design

The mathematical design of the MPC controller setup of this work has been designed in
Matlab and is described in the appendix D.2.

There are several approaches to create and implement hardware designs for FPGAs
based on existing Matlab reference designs. As discussed in Section 5.1, related work has
basically proposed two design flows for MPC that utilize software tools provided by Mat-
lab: First, generating HDL code by using the Matlab HDL Coder, and second, generating
C-code by using the Matlab Coder. The latter approach additional requires an HLS tool
to create a hardware out of C-code. Both design flows are shown in Figure 5.3 labeled as
<1> and <2>, together with the advanced design flow proposed in this work (<3>). This
advanced design flow is discussed later in this chapter.

6Paragraph has already been published in [48]
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Figure 5.3: Design flows for Matlab-based hardware design.7

According to results of related work, in the most cases design flow <2> leads to less
resource-intensive hardware designs than design flow <1>. Therefore, this approach was
used in this work to create a base hardware design out of the existing Matlab reference
model. This base design was not synthesizable due to exorbitant memory requirements that
exceeded the available memory resources on the Xilinx Zynq7000 target device by a factor
of ≈ 30 as shown in Figure 5.4.

Figure 5.4: Hardware resource utilization of the BASE design.

In order to create a hardware design that fits into the Xilinx Zynq7000 target device, a
dedicated optimization strategy was developed. This strategy mainly addressed specific
design optimizations to significantly reduce the memory demand. It exploits structural
properties in the system matrices, similar to sparse matrix formats. Sparse matrix formats
have been utilized by related work to reduce the memory footprint of embedded MPC
designs [256, 257]. However, according to the reported outcomes, the required factor of ≈

7Graphic has already been published in [48]
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30 for the system in this work was not achievable with common sparse matrix formats. As a
solution, a new strategy was designed, dedicated to the specific system in this work, whose
optimization methods lead to a sufficient reduction of the memory footprint. However, these
methods incorporated a new memory addressing scheme, which led to an increased demand
for logic units that exceeded the resources of the target device. Therefore, a further strategy
was developed to optimize this memory addressing scheme. After this, the hardware design
was synthesizable for the Xilinx Zynq7000 target device and therewith allowed for further
hardware optimizations. Thus, the overall optimization strategy consists of three steps that
have been conducted consecutively:

• Structural Matrix Compression: Exploiting structural properties of the system ma-
trices such as sparsity and duplications for data compression to reduce the memory
demand.

• Matrix Element Addressing Optimization: Optimizing the addressing logic for the
matrix elements in the compressed matrix memory to reduce the logic cell demand.

• Hardware Design Optimization: Optimizing the synthesizable hardware design
with respect to performance and energy efficiency by evaluating multiple number
formats and incorporating different parallelization techniques.

Structural Matrix Compression

The reason for the large memory requirements for the targeted prediction horizon lies in
the relation between the system size and the sizes of the system matrices. Among others,
the prediction horizon determines the system size, and, according to Equation D.2.1 and
Equation D.2.1, the system matrices H t, Aeq and Ain as well as the scaling matrices Lλ
and Lµ grow quadratically with the system size. Analyzing the structure of these matrices
reveals that these matrices are sparse matrices, meaning that the vast majority of entries are
zeros. At the algorithmic level, this is done on purpose to simplify the matrix calculations
in the optimization algorithm. These calculations follow a straight approach of matrix
element addressing and form a clear data flow. Furthermore, for the same reason these
matrices contain a lot of duplicates, e.g., the repeated sub matricesA andB inside theAeq

matrix as shown in Equation D.2.1.

To reduce the memory footprint, the sparse matrices where partitioned into multiple
sub matrices as shown in Figure 5.5. Additionally, masking matrices, i.e., those who only
contain identity sub matrices I , have been removed and their respective functional aspect
has been implemented into the control flow of the algorithm.
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Figure 5.5: Matrix compression by dividing large sparse matrices into multiple sub matrices.

Duplicates in form of identical sub matrices have been removed and the respective access
in the algorithm has been changed to point to the respective unique sub matrix. However,
this led to issues at the respective locations in the algorithm. Whereas large sparse matri-
ces intentionally contain duplicate elements to simplify the element addressing by straight
iteration processes, in the distributed sub matrices without duplicates an additional control
flow is required for proper addressing. This additional control flow is required to address
the proper sub matrix and to mask specific addresses to point from different addresses to
the same element due to the removal of duplicates.

Figure 5.6 shows the synthesis results of the matrix compression for different prediction
horizons.
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Figure 5.6: Hardware resource utilization after Structural Matrix Compression.

The memory requirements were reduced significantly such that the available memory re-
sources are not a limiting factor any more for the desired prediction horizon of N = 100.
Particularly, the following system matrices have been replaced in the implementation:8

• Aeq has been replaced by its sub matricesA andB.

• Ht has been replaced by its sub matricesQi andRi for all i ∈ [t, ..., t+N − 1].

• Lλ and Lµ have been replaced by their diagonal vector.

8Bulleted list has already been published in [48]
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• Element-masking structures like Ain as well as the I components in Aeq have been
implemented in the control flow of the algorithm.

The significant memory demand reduction with these replacements, however, came at the
expense of additional logic resources that is for the additional control flow circuitry. As a
result, the LUT utilization increased to a level that exceeded the available resources.

Matrix Element Addressing Optimization

The reason for this increased demand of LUT cells was determined to be the units that
are responsible for the matrix element addressing. As described above, these units now
incorporate lots of additional control flow due to the matrix compression. Whereas in
the base design, the main matrices are constructed to hold copies of their sub matrices at
the specific index of the respective iteration and prediction step, new access pattern are
necessary to match these different accesses to the same single memory location of the
sub matrix. Starting from the different accesses, the element addressing needs to wrap
around on the boundaries of the respective sub matrix, i.e., their dimensions. Therefore, the
respective control unit for this logic incorporates computational operations like division,
rounding and modulo. However, these types of operations are complex to be implemented
in hardware, thus requiring a lot of hardware resources. As solution, the dimensions of the
sub matrices where extended to match the next consecutive value of 2n, n ∈ N. This way,
the aforementioned computational operations are significantly simplified at the expense of
slightly higher memory demands. Figure 5.7 demonstrates this relationship in the synthesis
results for different prediction horizons.
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Figure 5.7: Hardware resource utilization after Matrix Element Addressing Optimization.

Hardware Design Optimization and Final Results

The aforementioned design strategies were applied on the algorithmic layer of the MPC
design, and led to a synthesizable hardware design that can be implemented on the target
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device directly. To that point, however, there is no FPGA-specific optimization in terms of
parallelization in the MPC design. Many available hardware resources are not yet utilized
by the current design, which makes them available for pipelining strategies. These opti-
mizations promise further achievements towards a faster and more energy-efficient hard-
ware design. Besides parallelization and pipelining, a further advantage of FPGAs is the
flexibility of choosing any number format representation.

Number Format

Figure 5.8 shows the hardware resource utilization with respect to different floating and
fixed-point number formats.
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Figure 5.8: Resource utilization of Structural Data Compression (SDC) design for different number
formats (N = 100).9

The choice of the number format is a straight tradeoff between required hardware re-
sources, latency (computation time) and achievable computational precision (also see ap-
pendix D.3). The Matlab reference model in general works with double-precision floating-
point number format, which leads to the most resource-intensive design in the figure above.
However, when changing to a smaller, less precise number format, the computational preci-
sion must be considered carefully as it can affect the stability of the control system applica-
tion. Figure 5.9 shows the latency and the absolute error of the system output with respect
to the Matlab reference model for different floating and fixed-point number formats.
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Figure 5.9: Latency and system error of SDC design for different number formats.9

9Graphics have already been published in [48]
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The red-dotted line represents the critical deviation of the system output as it has been de-
termined with the reference model. The stability of the control system cannot be guaranteed
if any absolute error of the output exceeds this value.

As shown in Figure 5.9, all employed fixed-point formats as well as the half-precision
floating-point format led to a system error that can affect the system stability. Therefore,
besides the double only the single-precision floating-point number format was considered
in the final hardware design.

Parallelization

Parallel operating design sections and pipelining is realized by inserting directives into the
HLS code. As the MPC optimization algorithm in this work follows an iterative approach,
the parallelization of specific operations will most likely not lead to significant performance
improvements of the system. However, the description of the optimization algorithm, as
shown in Algorithm D.1, shows that each iteration step consists of four sub steps, from
which step 3 and 4 have no dependencies on each other. The parallelization of the sub steps
3 and 4 only led to a reduction in latency by around 17% as shown in Figure 5.10 and came
at no cost of additional hardware resource requirements.

Figure 5.10: Latency of the sub steps of the algorithm and overall latency of a single iteration step
for employed parallelization.

In order to improve the performance more significantly, the calculations of the MPC opti-
mization algorithm have been pipelined. As shown in Figure 5.11, this led to a reduction in
latency by a factor of ≈ 20 at the cost of additional hardware resources.
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Figure 5.11: Utilization and latency of SDC design (N = 100) at a clock frequency of 100MHz.10

Discussion and Conclusion

The proposed SDC techniques lead to a reduced memory demand by factor of ≈ 80 com-
pared to the Matlab-based base design. To the best of our knowledge, there was no opti-
mization strategy reported in related work that yielded a comparably significant reduction
in memory demand for embedded MPC at the time of this research.

Furthermore, the proposed work has been the first work that specifically addressed long
prediction horizons on embedded FPGA-based MPC. Figure 5.12 shows targeted predic-
tion horizons of related work compared with this work. The presented techniques enable
prediction horizons of up to N = 100 for double-precision and prediction horizons of up
to N = 500 for single-precision-based system designs on a low cost FPGA platform.
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Figure 5.12: Comparison of related MPC designs by implemented prediction horizon and chosen
data format like fixed-point or custom, single and double-precision floating point (FP).

10Graphic has already been published in [48]
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5.2.2 System Emulation

In order to evaluate the proposed control system for real infrastructures, specific methodolo-
gies are required to interconnect the control system with physical pump actuators. There-
fore, a prototype has been designed that demonstrates the implementation of the controller
hardware in an existing pump station sub system. As basis for this prototype, a novel Calio
pump aggregate by KSB has been employed. For industrial control purposes, the Calio
pump aggregates come with an integrated Modbus [262] interface. In this work, this in-
terface has been used to emulate the integration of the MPC target platform into the pump
aggregate as shown in Figure 5.13. This way, no physical changes have to be made on the
pump for system emulation.

Figure 5.13: System emulation with Modbus-based communication between Xilinx Zynq compu-
tational unit and KSB Calio pump (sources: Xilinx, www.modbus.org, www.ksb.com).

As evaluation board for proposed Xilinx Zynq multiprocessor SoC (MPSoC) hardware plat-
form, a ZedBoard [263] was employed. The Modbus control was implemented on the PS
of the Zynq, and its physical layer on the programmable logic (PL). An additional inter-
face converter provides a differential signal interface to the Calio pump device. Figure 5.14
shows the system emulation setup in the laboratory environment.

Figure 5.14: System emulation setup (from left to right hand side): Debug laptop, Xilinx Zynq7000
evaluation board, RS-485 interface converter, KSB Calio pump.

This setup exemplarily showed how Calio pump devices can be implemented in experi-
mental control systems setups without changing the hardware of the existing product. This
system emulation was provided to the industrial project partners to evaluate the techno-
logical possibilities for the proposed concept of embedded high-performance platforms for
MPC in decentralized pump system infrastructures.

www.modbus.org
www.ksb.com




Chapter 6

Conclusion and Future Work

”Es gibt noch viel zu tun, und ich bin sehr beschäftigt.”

Wilhelm Conrad Röntgen

The energy efficiency of microelectronic systems is improving continuously. Since the
invention of the first microprocessor, the required energy per bit in compute processing
units has continuously been decreasing. However, as the number of deployed microelec-
tronic systems and their computational capabilities is growing faster than ever, the global
energy demand for computing is growing exponentially despite the energy efficiency im-
provements. Additionally, the growing demand for, specifically, mobile electronic devices
is causing an enormous and fast growing demand for battery capacity. Therefore, the global
production of energy and battery capacity will have to be increased in the near future, which
are considerable steps backwards for the efforts towards a more energy-friendly and sustain-
able future. In order to prevent this increase in energy and battery production, revolutionary
changes in microelectronic systems design are inevitable.

This thesis therefore focused on cross-application research topics that help to improve
the energy efficiency of stationary and battery-powered microelectronic systems. And, to
take yet another step forward, it furthermore faced the latest challenges to replace conven-
tional energy supplies by energy harvesting technologies.

The term microelectronic system is more or less a collective term for a vast number of
different electronic systems and devices. These systems and devices come in a huge variety
of use cases with different requirements, boundary conditions, specific design constrains
and design challenges. In order to systematically manage all the different systems and their
potential design approaches towards a better energy efficiency, this thesis followed a dedi-
cated research strategy. The first step of this strategy was to divide microelectronic systems
into three categories: Energy harvesting-powered autonomous embedded systems, battery-
powered mobile embedded systems and energy grid-powered stationary embedded systems.
In the second step, yet open scientific challenges and related new design approaches have



112 Conclusion and Future Work

been assessed by considering the large design space of different computing architectures,
design methodologies and application implementations. The final step was to evaluate these
new design approaches on dedicated hardware, i.e., on a real embedded system application.

The tackled scientific challenges and presented scientific contributions in this thesis are
summarized as follows for the corresponding categories:

• Autonomous Embedded Systems (Energy Harvesting-Powered)

Critical design challenges are to properly deal with the unforeseeable and sudden
power losses, low power output levels of the energy harvesters and the cold-start
overheads due to the frequent system restarts. Related work is limited to reactive
power loss detection principles that do not take harvester-specific characteristics into
account. Therefore, they need to react on upcoming power losses immediately, which
makes the finalization of atomic operations nearly impossible.

This work presents new proactive power loss detection principles that enable a more
harvester-aware transient computing for kinetic and thermoelectric energy harvesters.
The presented methods allow for detecting potential power losses up to 10 times ear-
lier than state-of-the-art proposals and thus enable a proactive power loss handling
like the reliable finalization of atomic operations despite sudden power failures. An-
other contribution is a new design principle that allows a significant reduction of the
system cold-start period to less than 75 milliseconds, which is more than 30 times
below the reported values in related work.

The reported contributions allow for a wider deployment of truly autonomous embed-
ded systems, which only rely on sustainable and renewable energy sources without
the need for batteries nor other electrochemical energy buffers.

• Mobile Embedded Systems (Battery-Powered)

Important design challenges for mobile battery-powered devices are maximizing bat-
tery lifetimes and improving edge computing capabilities despite a limited energy
reservoir. In this work, two application areas with specific design constrains have
been considered that comprehensively address these challenges.

In the field of wireless sensor networks (WSNs), the design of wearable sport perfor-
mance analysis devices has been focused. Here, new principles for low power system
design and precise wireless synchronization have been presented that outperform re-
lated work. First in terms of usability, as they enable in-field sport performance
analysis for athletes in contrast to stationary laboratory measurements. Second in
terms of synchronization accuracy, as they show the best synchronization accuracy
for low power Bluetooth Low Energy (BLE) among state-of-the-art approaches.

Regarding the emerging application field of Internet of Things (IoT), new design
principles have been proposed to allow for a low power but high security (Transport
Layer Security (TLS)-level) wireless communication that tackle the critical aspect of
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data security as one of the most crucial challenges in the field of battery-powered IoT
edge devices.

• Stationary Embedded Systems (Energy Grid-Powered)

A major design challenge of stationary embedded systems is to realize an energy-
efficient implementation of high performance computing tasks. To achieve this, a
turning away from conventional sequential computing platforms like Central Pro-
cessing Units (CPUs) towards computing platforms that offer high degrees of paral-
lelism like Field Programmable Gate Arrays (FPGAs) is inevitable.

This work addressed the specific design challenges for a parallelized, low power
implementation of Model Predictive Control (MPC) on FPGAs. The most critical
design constraint of data-intensive computing tasks like MPC is the limited amount
of high-bandwidth memory on FPGAs. As a solution, this work proposes Structural
Data Compression (SDC) as a new method to significantly reduce the memory de-
mand of MPC with long prediction horizons. For the chosen control algorithm, a
memory demand reduction by a factor of 80 compared to the reference base design
has been achieved, which is higher than the achievements by proposed methods of
related work. The underlying application is dedicated to a smart water supply infras-
tructure system, and thus exemplary shows how the energy efficiency of embedded
infrastructure control systems can be improved significantly.

With respect to the second step of the discussed research strategy, Figure 6.1 gives an
overview about the new design approaches within the design space in terms of architecture,
methodology and application (introduced in Figure 1.6).

Figure 6.1: Overview about the targeted embedded applications, the applied design methodologies
and the employed architectures for the contributions in this work.

Future Work

To once meet the goal of a sustainable global energy utilization, the energy demand of
microelectronic systems must be significantly decreased further. Considering that the data-
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driven world and its hunger for computing energy is just beginning, it is important to act
immediately [3]. In the future, many ongoing developments like smaller technology sizes
and non-silicon-based semiconductors will exhibit a better energy performance of comput-
ing and thus contribute to less energy-hungry electronics. Emerging quantum computers
allow for several computation tasks to be executed significantly faster than on conventional
computers and thus conserving energy in the time domain. The increasing number of data-
intensive computation tasks, reflected in the growing demand for applications that utilize
machine learning (ML) and artificial intelligence (AI) technologies, leads to the point that
the memory-related energy costs become more and more significant for the energy footprint
of microelectronic systems. Therefore, emerging memory technologies like Spin Transfer
Torque (STT)-Magnetoresistive RAM (MRAM), that already show low power consumption
and high endurance, will be major contributors for a more sustainable energy utilization.
Considering that many of these memories are nonvolatile, they hold enormous potential
to push the deployment of battery-free energy harvesting-powered devices. As energy
harvesting-powered devices are the most promising sustainable alternative to the growing
number of battery-powered devices, future work must consider these memory technologies
also in this specific context [4].

However, despite all recent improvements in integrated circuit design, conventional chip
design is approaching physical limits like never before. The most critical limit is the Lan-
dauer Limit [264], which states that there is a physical minimum energy level for deleting
a bit in digital computing. In other words, the theoretically reachable energy efficiency of
computing systems will saturate one day. To illustrate the Landauer Limit within the im-
provements in integrated circuit design during the last decade, Figure 6.2 shows a compute
performance forecast of the year 2016 [25]. It indicates that the compute performance that
was targeted for the future (blue line) has been reached by 2021 [2].

Figure 6.2: Year 2016 forecast about the global energy demand for computing and the energy
performance of computing (graphic based on [25]).

But even though it can be said that this goal has more or less been accomplished, it did not
contribute sufficiently to suppress the global energy demand for computing [2, 3]. Further-
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more, Figure 6.2 emphasizes that even when reaching the Landauer Limit, it won’t prevent
the growing energy demand from approaching the current world’s energy production level.
Therefore, comprehensive beyond Landauer computing paradigms will be inevitable in the
future [265] that even might need to replace conventional digital computing [2].

Aside from the microelectronic systems design, a more sustainable energy production
holds also much potential to reduce the energy production-related adverse effects on our
environment. The same applies to new and pioneering battery technologies that function
without critical and seldom materials. As far as state-of-the-art technologies are concerned,
fundamentally new and more sustainable manufacturing processes are inevitable. Such as
processes that, e.g., consider and foster effective recycling methods especially with respect
to battery technologies [30]. Because the current fact is that the growing demand for con-
sumer electronics together with the ever shorter product life cycles caused electronic waste
(e-waste) to become one of the fastest-growing waste streams in the world [266]. Thus,
apart from any technological aspects, there needs to be a serious rethink on the part of
consumers and producers of electronic products. It is indeed remarkable that the current
justification for the deployment of new electronic products is their alleged necessity for
achieving a more energy-efficient and environmentally friendly world. In reality, however,
the related energy demand massively increases despite the promises and, thus, rather con-
tradicts than supports the initial assertion. Moreover, the growing trend of producing and
discarding needless products with deliberately short lifetimes and lack of repairability can
be seen as the major cause of the dramatically increasing volume of e-waste. Therefore,
deploying microelectronic systems truly for the benefit of humanity, and not for purely eco-
nomic profit or serving temporary fashion trends, will without a doubt be a decisive part of
the solution.





Kapitel 7

Zusammenfassung

Die globale Anzahl an aktiv eingesetzten mikroelektronischen Systemen wächst unaufhör-
lich. Aufgrund kontinuierlicher technischer Weiterentwicklungen werden die Einzelsyste-
me zunehmend energieeffizienter. Dies reicht jedoch nicht annähernd aus, um den wach-
senden globalen Gesamtenergiebedarf aller eingesetzten mikroelektronischen Systeme zu
bremsen. Dieser Energiebedarf weist seit Jahren ein exponentielles Wachstum auf, was
einer nur linear wachsenden globalen Energieproduktion gegenübersteht. Durch den zu-
nehmend höheren Anteil an mobilen, meist batteriebetriebenen Elektronikgeräten im Kon-
sumerbereich, wächst zudem der Bedarf nach Batteriekapazität exponentiell an. Um einen
massiven Ausbau der globalen Energie- und Batterieproduktion mit all ihren fatalen Aus-
wirkungen auf unsere Umwelt und Lebensgrundlagen zu verhindern, sind demnach viel-
seitige und umfangreiche Fortschritte und Neuentwicklungen notwendig. Im Bereich der
Mikroelektronik umfasst dies unter anderem wissenschaftliche Untersuchungen und tech-
nische Innovationen im Bereich Hardware- und Systemdesign, mithilfe derer der Energie-
bedarf stark reduziert oder komplett aus nachhaltiger Energie gedeckt werden kann. Um die
rasant steigende Nachfrage nach Batteriekapazität zu bremsen, muss die Verwendung er-
neuerbarer Energie vor allem bei mobilen Endgeräten im Konsumerbereich vorangetrieben
werden.
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Behandelte wissenschaftliche Herausforderungen

Die wissenschaftlichen Beiträge dieser Arbeit befassen sich mit verschiedenen Ansätzen,
den Energiebedarf mikroelektronischer Systeme einerseits stark reduzieren und anderer-
seits komplett durch Energy Harvesting ersetzen zu können. Die dafür zu bewältigenden
wissenschaftlichen Herausforderungen sind eng mit den Eigenschaften der Systeme ver-
knüpft, insbesondere deren Energieversorgung. Deshalb berücksichtigt diese Arbeit drei
Kategorien eingebetteter mikroelektronischer Systeme:

• Autonome eingebettete Systeme (Energieversorgung über Energy Harvesting)

Eine Energieversorgung über Energy Harvesting ist nicht beständig und kann jeder-
zeit ausfallen. Solche sogenannten Transient Computing Systeme müssen deshalb so
gestaltet werden, dass sie unter allen unvorhersehbaren Ausfällen der Energieversor-
gung zuverlässig funktionieren. Dies birgt viele Herausforderungen beim Systemde-
sign, die sich grundsätzlich von denen batteriebetriebener Systeme unterscheiden:

– Sicherstellen eines kontinuierlichen Forward Progresses der Applikation trotz
plötzlicher Ausfälle der Energieversorgung sowie das garantierte Abarbeiten
atomischer Prozesse.

– Die typischerweise geringe Ausgangsleistung und kurze Dauer der verfügbaren
Energie stellen strikte Randbedingungen an den maximalen Leistungsbedarf
und die verfügbare Berechnungszeit dar.

– Häufige Resets und Neustarts verstärken den negativen Einfluss von Coldstart-
Verlusten. Dies kommt insbesondere bei aus Standardkomponenten konstruier-
ten Systemen zum Tragen, da diese Komponenten üblicherweise nicht für diese
Betriebsbedingungen konzipiert sind.

– Die physikalischen Energieumwandlungsprinzipien unterschiedlicher Energy
Harvester weisen sehr spezifische Charakteristika hinsichtlich Ausgangsleis-
tung und -dauer auf. Zudem sind die Wechselwirkungen von physikalischer
Anregung einerseits und elektrischer Last andererseits stark vom jeweiligen
Transduktionsprinzip abhängig. Ein effizientes Systemdesign erfordert deshalb
harvesterspezifische Optimierungen und ganzheitliche Systemanalysen.

• Mobile eingebettete Systeme (Energieversorgung über Batterien und Akkus)

Der technologische Fortschritt von Batterietechnologien hinsichtlich Energiedichte
kann nicht ansatzweise mit den Fortschritten in der Mikroelektronik hinsichtlich In-
tegrationsdichte und Performanz schritthalten. Dies hat dazu geführt, dass die Batte-
rie zum wichtigsten limitierenden Faktor beim Design tragbarer Gadgets und mobiler
Internet of Things (IoT) Endgeräte geworden ist. Somit führt die limitiere Batterie-
kapazität auf der einen Seite und die angestrebte hohe Performanz auf der anderen
Seite zur den größten Herausforderungen für die Zukunft des Edge-Computing:
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– Für den jeweils besten Kompromiss zwischen Performanz und Energiebud-
get sind applikationsspezifische Ultra Low Power Designmethoden erforder-
lich. Im Bereich tragbarer Sensornetzwerke beispielsweise umfassen diese eine
sorgfältige Auswahl der Hardwarekomponenten und ein angepasstes Softwa-
redesign, um trotz limitiertem Energiebudget ein langzeitliches und präzises
Bewegungsmonitoring zu ermöglichen.

– Im Bereich des IoT wächst die Zahl an batteriebetriebenen Endgeräten un-
aufhörlich an. Gleichzeitig steigt jedoch auch das Sicherheitsrisiko, da hochent-
wickelte Sicherheitsmechanismen aufgrund deren berechnungsintensiven kryp-
tografischen Algorithmen und dem damit verbundenen Energiebedarf oft ver-
nachlässigt wurden. So wurde das Thema Security zu einer der größten Heraus-
forderungen im Bereich IoT Edge-Computing.

– Ein limitiertes Energiebudget limitiert auch die Performanz etwaiger drahtlo-
ser Kommunikation. So sind speziell für den Low Power Bereich zugeschnit-
tene Technologien wie Bluetooth Low Energy (BLE) gegenüber anderen Ver-
fahren in ihrer Bandbreite und Flexibilität eingeschränkt. Die führt zu großen
Herausforderungen bei der Realisierung präziser zeitlicher Synchronisation in
tragbaren Sensornetzwerken oder der Implementierung Transport Layer Secu-
rity (TLS)-basierter Sicherheitsmechanismen die zur gegenseitigen Authenti-
fizierung auf die Übertragung großer Zertifikate und Handshake-Nachrichten
setzen.

• Stationäre eingebettete Systeme (Energieversorgung über das Energienetz)

Stationäre eingebettete Systeme stellen üblicherweise Subkomponenten anderer Sys-
teme dar. Im Konsumerbereich übernehmen diese bspw. die Steuerung elektrischer
Geräte, während sie im industriellen Bereich für komplexe Regelungsaufgaben für
industrielle Prozesse eingesetzt werden. Viele industrielle Regelungsaufgaben stel-
len hohe Anforderungen an Echtzeitfähigkeit und Regelungsstabilität und erfordern
zudem die gleichzeitige Berücksichtigung vieler Zustandsgrößen. Model Predictive
Control (MPC) hat sich hier als Regelungsmethode durchgesetzt, da diese die Anfor-
derungen auch unter strikter Beibehaltung von Randbedingungen erfüllen kann. Die-
se Methode ist allerdings rechnerisch komplex und für einen hohen Energieaufwand
bekannt, da sie auf einer kontinuierlichen mathematischen Optimierung der Regel-
größe innerhalb eines bestimmten Prädiktionshorizontes basiert. Deshalb sind große
Herausforderungen für eine eingebettete Implementierung auf energiebeschränkten
Systemen zu meistern:

– Anspruchsvolle Berechnungsverfahren wie MPC können von Hardwareplattfor-
men wie Field Programmable Gate Arrays (FPGAs), die einen hohen Paralleli-
sierungsgrad ermöglichen, profitieren. Verglichen mit sequentiellen Berechnun-
gen auf Central Processing Units (CPUs), ermöglichen dedizierte Hardware-
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strukturen auf FPGAs vergleichbare Performanzen bei weitaus geringeren Takt-
frequenzen und Energiebedarfen. Allerdings birgt das Systemdesign aufgrund
FPGA-spezifischer Charakteristiken große Herausforderungen, wie bspw. die
limitierte Verfügbarkeit von Speicher- und Hardwareressourcen.

– Dies führt zu Design Tradeoffs zwischen Speicherbandbreite, Parallelisierungs-
grad, erforderlichen Hardwareressourcen und Echtzeitfähigkeit.

– Hardwareimplementierungen erfordern einen anspruchsvolleren und signifikant
höheren Implementierungsaufwand als Softwareimplementierungen. Die Ener-
gieeffizienz steigt zudem mit zunehmender Spezifizierung auf die entsprechen-
de Anwendung, sodass energieeffiziente Systeme immer mit einem Verlust an
Flexibilität einhergehen.

Wissenschaftliche Beiträge

Die meisten in dieser Arbeit vorgestellten Beiträge wurden in Konferenz- und Journalpu-
blikationen veröffentlicht [31–59]. Viele dieser Beiträge wurden in Kooperation mit In-
dustriepartnern und anderen Wissenschaftlern erarbeitet. Diese Personen und Partner sind
zusammen mit den wissenschaftlichen Beiträgen folgend aufgeführt:

• Kapitel 2: Proaktives Transient Computing für eingebettete Energy Harvesting
Systeme [47, 51, 58]

Der state-of-the-art Ansatz zur Sicherstellung eines kontinuierlichen Forward Pro-
gresses der Applikation trotz plötzlicher Ausfälle der Energieversorgung ist unter
dem Begriff Checkpointing bekannt [60–62]. Hierbei wird der flüchtige Systemkon-
text des Prozessors in nichtflüchtigen Speichern gesichert, und kann so einen Ausfall
der Energieversorgung überdauern. Jedoch sind bisher publizierte Ansätze rein reak-
tiver Natur und können Ausfälle der Energieversorgung nur kurzfristig detektieren.
Dies bringt vielseitige Probleme mit sich, in dem es bspw. schwierig bis unmöglich
ist, die Abarbeitung atomischer Prozesse sicherstellen zu können.

In diesem Kapitel wird ein neues proaktives und harvesterorientiertes Verfahren prä-
sentiert, das den internen Zustand von kinetischen Harvestern berücksichtigt um
potentielle Stromausfälle voraussagen zu können, was wiederum eine zuverlässige
Ausführung atomischer Operationen ermöglicht. Weiterhin wird eine neue Methode
für prädiktives Checkpointing vorgestellt, bei welcher der einen thermoelektrischen
Harvester anregende Temperaturgradient gemessen wird, um den zukünftigen Ver-
lauf des verfüg-baren Energiebudgets bestimmen zu können. Damit wird ein proakti-
ves Handling von Stromausfällen auf Transient Computing Systemen ermöglicht, da
potentielle Stromausfälle bis zu einer Größenordnung früher als in Related Work er-
kannt werden können. Zudem werden spezielle Optimierungen vorgestellt, mit denen
die Kaltstartperioden von Transient Computing Systemen verkürzt werden. Dies ist
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essentiell für powerneutrale Systeme deren Harvester nur kurze Ausgangsleistungssi-
gnale erzeugen kann, da in diesen Fällen die Länge der Kaltstartperiode darüber ent-
scheidet, ob das System überhaupt funktionieren kann. Während Related Work die
Kaltstartperioden in ihren Arbeiten entweder ignoriert oder mit Werten im Sekunden-
bereich beziffert hat [63], zeigen die Ansätze in dieser Arbeit wie Kaltstartperioden
auf bis zu 75 Millisekunden minimiert werden können.

Teile der Arbeiten wurden zusammen mit M.Sc. Vitor Kieling erarbeitet und sind in
seiner Masterthesis dokumentiert [87].

• Kapitel 3: Tragbare drahtlose Sensor Netzwerke für Leistungsanalysen im Pro-
fisport [32–36, 39–41, 46]

Hohe Batterielaufzeiten mobiler mikroelektronischer Geräte können nur durch eine
umfassende Kombination von eingebetteter Hardware und Software erreicht werden
(Hardware–Software Codesign). Dazu basiert das in dieser Arbeit präsentierte Sys-
temdesign auf einem anwendungsspezifischen Cross-Layer Ansatz von Software und
Hardware. Um möglichst viele der entsprechenden Herausforderungen in Rahmen
eines Anwendungsbereichs behandeln zu können, ist dieses Kapitel dem Entwurf
mobiler und tragbarer Sensornetzwerke für den Profisportbereich gewidmet, in wel-
chem elektronische Sensoren für die sportliche Leistungsbewertung im Feld zuneh-
mend an Bedeutung gewinnen [64, 65]. Es wurde gezeigt, dass sich kleinformatige
Sensoren wie micro electromechanical systems (MEMSs) und Inertial Measurement
Units (IMUs) für das Erfassen und Analysieren der Bewegungen des Sportlers be-
sonders eignen [66–68]. Das elektronische Design solcher tragbaren Sensoren birgt
jedoch große Herausforderungen, aufgrund des limitierten Energiebudgets und der
eingeschränkten Rechenkapazität eingebetteter Geräte [69].

In diesem Kapitel werden daher neue Konzepte und Methodiken für drahtlose und
tragbare Sensoren präsentiert, deren Performanz und Messgenauigkeit sich für An-
wendungsfälle der Leistungsanalyse im Profisport mit kommerziellen Laborlösungen
vergleichen lässt. Zudem wird ein neues Verfahren zur drahtlosen Zeitsynchronisa-
tion über den Funkstandard BLE vorgestellt, das ein Echtzeitmonitoring trotz Ultra
Low Power Anforderungen auf mehrere Sensoren verteilt ermöglicht. Dieses Verfah-
ren nutzt das charakteristische Stromprofil des BLE Chips während der Funkakti-
vität aus und kommt auf einen statistischen Synchronisationsfehler von weniger als
10 Mikrosekunden, was eine höhere Genauigkeit als sämtliche bisherigen Verfahren
von Related Work [70–73] darstellt.

Die Arbeiten wurden in Kooperation mit dem Institut für Sport und Sportwissen-
schaft der Technischen Universität Dortmund und dem Lehrstuhl von Prof. Dr. Tho-
mas Jaitner durchgeführt. Entsprechende Forschungsergebnisse sind in der Disserta-
tion von Dr. Marcus Schmidt [88] und werden in der zurzeit in Arbeit befindlichen
Dissertation von Dipl.-Ing. Sebastian Wille behandelt.
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• Kapitel 4: Low Power Highend Kommunikationssicherheit für das Internet der
Dinge [52–55, 59]

Ausgereifte Protokolle zur Kommunikationssicherheit wie TLS basieren auf kom-
plexen kryptografischen Algorithmen, die berechnungsintensiv und bekannt sind für
ihren damit verbundenen Energiebedarf [74–77]. Aus diesem Grund wurden im Be-
reich der Related Work viele leichtgewichtige Protokolle als energiesparsame Alter-
native zu TLS für energie- und bandbreitenlimitierte IoT Endgeräte veröffentlicht
[78–81]. Allerdings kommen diese Alternativen grundsätzlich mit Einbußen im Se-
curitylevel daher, sodass viele state-of-the-art Ansätze im Endeffekt ein erhöhtes Si-
cherheitsrisiko für Edge-Computing darstellen.

In diesem Kapitel werden neue Ansätze vorgestellt, mittels derer eine Realisierung
von rechenleistungsintensiven Protokollen wie TLS auch auf Endgeräten mit stark
limitiertem Energiebudget möglich wird und gleichzeitig eine Batterielaufzeit von
mehreren Jahren garantiert werden kann.

Die Untersuchungen wurden in Kooperation mit der KSB AG in Frankenthal und
anderen Wissenschaftlern des Lehrstuhls Entwurf Mikroelektronischer Systeme der
Technischen Universität Kaiserslautern durchgeführt. Zugehörige Forschungsarbeit
wird in den zurzeit in Arbeit befindlichen Dissertationen von M.Sc. Frederik Lauer
und M.Sc. Maximilian Schöffel thematisiert werden.

• Kapitel 5: Eingebettete modellprädiktive Regelung für technische Infrastruktur-
einrichtungen [48]

Für große Systeme stellt MPC die adäquate Methode innerhalb der Regelungstechnik
dar, da gegenseitige Abhängigkeiten mittels mathematischer Vorhersage und Berück-
sichtigung von möglichen zukünftigen Zuständen in die Berechnung der optima-
len Regelungsaufgabe einfließen (Prädiktionshorizont). Der Fortschritt bei neuarti-
gen Berechnungsplattformen mit hohem Parallelisierungsgrad wie bspw. FPGAs,
ermöglichte im vergangenen Jahrzehnt auch eingebettete Implementierungen von
MPC [82–85]. Allerdings waren die Möglichkeiten hinsichtlich Systemkomplexität
und Länge des Prädiktionshorizonts aufgrund der limitierten Hardwareressourcen -
wie bspw. Speichereinheiten - zum Zeitpunkt dieser Forschungstätigkeit stark einge-
schränkt. Aus diesem Grund waren FPGA basierte MPC Systeme für smarte Infra-
strukturlösungen, bei denen ein langer Prädiktionshorizont zur Stabilität des Rege-
lungssystems erforderlich ist, mehr oder weniger nicht einsetzbar [86].

Im Rahmen dieses Kapitels wird eine neue Strategie zur Datenkomprimierung für
eingebettetes MPC auf FPGAs vorgestellt, mit der ein signifikant längerer Prädik-
tionshorizont als in Related Work möglich wird. Die Regelungsaufgabe ist hierbei auf
die Regelung eines intelligenten Wasserversorgungssystems ausgerichtet, deren Low
Power Implementierung in die Elektronik einer modernen Wasserpumpe eingebettet
werden kann.



123

Die Untersuchungen wurden vom Bundesministerium für Wirtschaft und Energie
(BMWi) im Rahmen des Projektes NET-Control (Förderungsnummer 03ET1278C)
gefördert. Dieses Projekt wurde in Kooperation mit dem Lehrstuhl für Regelungs-
systeme von Prof. Dr.-Ing. Steven Liu an der Technischen Universität Kaiserslautern
bearbeitet. Die zugehörigen wissenschaftlichen Untersuchungen im Bereich der Re-
gelungstechnik werden in der Dissertation von Dr.-Ing. Felix Berkel [89] behandelt.

Neben den vorgestellten wissenschaftlichen Beiträgen wurden weitere Arbeiten publiziert,
die nicht explizit in dieser Arbeit behandelt wurden:

• Analyse des Retentionverhaltens von Double Data Rate (DDR)3 und DDR4 Dynamic
Random Access Memory (DRAM) Dual Inline Memory Modules (DIMMs) [38, 43–
45].

• Kapazitives Monitoring menschlicher Nahrungsaufnahme [31].

• Neue Methoden zur Wissensvermittlung im Physikunterricht mit Hilfe von Augmen-
ted Reality [50, 56].

• Neue Implementierungsverfahren zu low power Machine Learning Methoden auf
eingebetteten Graphics Processing Units (GPUs) [49].

• Neue Systemkonzepte für präzise radio frequency (RF) basierte Indoor Lokalisie-
rungssysteme [37, 42].

• Neue Methoden zur Integration miniaturisierter Sensorik in Maschinenelemente zur
Überwachung von Betriebszustand und Schmierstoffqualität [57].





Appendix





Appendix A

Developments in Integrated Circuits
Design

A.1 Developments in Mixed-Signal Semiconductors

Besides digital semiconductors, also mixed-signal integrated circuits (ICs) have shown a
huge success. Prominent representatives are radio frequency (RF) radio chips and mod-
ules, whose emergence significantly simplified the challenging RF transceiver design and
therewith paved the road for massive deployment of wireless connectivity and the rise of
wireless sensor networks (WSNs) and the Internet of Things (IoT) [267].

In 1999, Silicon Labs released one of the first RF ICs, squeezing most components
required for radio communication onto one single chip [268]. This development can be
seen as the enabler for massive deployment of wireless connectivity in, e.g., modern cell
phones. The manufacturing emerged tremendously since then, such that nowadays, many
Microcontroller Unit (MCU) manufacturers incorporate such RF circuits on their chips and
provide RF-System on Chip (SoC).

But the relatively high energy demand of wireless communication was a challenge for
battery-powered devices for a long time. In 2010, it was faced by the release of the new
Personal Area Network (PAN) technology Bluetooth Low Energy (BLE) [269], which put
the focus on minimizing the energy demand instead of increasing the communication band-
width like other wireless technologies such as wireless fidelity (WLAN) (WiFi) [270]. Half
a year later, Nordic Semiconductor released one of the first BLE chips [271, 272]. For the
first time, it was possible for battery-powered devices to provide a more or less continuous
wireless connectivity and maintaining years of operation. Thus, mixed-signal RF-ICs and
BLE can be seen as two of the enabling key technologies for battery-powered IoT edge
devices.
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A.2 Developments in MEMS

Another technology that has evolved in the wake of the semiconductor progress are micro
electromechanical systems (MEMSs). MEMS contain movable micro-scale structures like
springs, cantilevers and moving plates (Figure A.1). These structures allow to form capac-
itive or ohmic sensing elements for environmental forces like acceleration, pressure and
sonic waves or even electrostatically controlled actuators for optical beam forming.

In the 1980s, silicon emerged as the base material for MEMS, enabling to manufacture
the sensing elements and signal-processing circuitry on the same substrate [273]. Early
commercially available MEMS sensors targeted automotive purposes [274]. In 1993, the
first massively deployed MEMS accelerometer by Analog Devices boosted the deployment
of airbags in cars, as it was smaller, cheaper, more energy-friendly and more reliable than
conventional technologies at that time [275].

Meanwhile, the MEMS market has almost doubled within the last decade and made up
almost 3% of the semiconductor market in 2020 [276]. Today, MEMS has evolved as the
state-of-the-art technology for inertial and environmental sensors, audio microphones and
transducers, optical and photonic found in all smartphones and IoT sensors and they incor-
porate more and more dedicated signal processing features up to embedded machine learn-
ing (ML) and artificial intelligence (AI) [276]. In fact, only the progress MEMS enabled
the realization of low-energy, cheap and small sensing, which many modern technologies
and products rely on. Similar to semiconductor progress, the structures become smaller
and smaller due improving production processes, leading towards Nanoelectromechanical
system (NEMS) [273].

Figure A.1: Example of a MEMS layout: A torsional ratcheting actuator [277].
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Embedded Transient Computing
Systems with Energy Harvesting

B.1 The EternAlyzer Evaluation Platform

The EternAlyzer is a transient computing hardware device that has been designed as the
evaluation platform for the investigations of transient computing systems in this thesis,
specifically those discussed in Section 2.2.1 and Section 2.2.3. It is designed as a wearable
gadget that is powered by a micro kinetic energy harvester, the MGS26.4 by Kinetron [164].
This harvester, as discussed in Section B.2.1, is specifically designed for wrist-worn devices
to scavenge energy from human motion. Figure B.1 gives an overview of electronic compo-
nents of the EternAlyzer, such as a voltage-doubler rectifier, the buck/boost DC/DC voltage
converter LTC3129, the MSP430FR5869 Microcontroller Unit (MCU), a memory-liquid
crystal display (LCD) and the ADXL362 digital micro electromechanical system (MEMS)
accelerometer. The circuitry from the harvester to the voltage converter is denoted as supply
voltage conditioning unit, the MCU and its periphery as load system.

Figure B.1: Hardware components of the EternAlyzer.

Its circuitry follows a Power-Neutral, battery-less system design that is solely and directly
powered by the energy harvester. The Power-Neutral principle is mostly reflected in the
supply voltage conditioning unit, which represents the major difference to conventional,
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battery-powered system design. As discussed in Section B.2.1, human motion-excited ki-
netic harvesters typically emit the harvested energy in short duration output pulses. There-
fore, the EternAlyzer, and in particular its supply voltage conditioning unit, has been specif-
ically designed to exhibit low cold-start times. Figure B.2 shows the block schematic of this
unit.

Figure B.2: Supply voltage conditioning unit of the EternAlyzer.

VG is the raw alternating current (AC) output voltage of the harvester G that is rectified
(VR) and converted by the DC/DC converter to a stabilized supply voltage VCC . The Cold-
Start Unit (CSU) — proposed by Balsamo et al. [94] — ensures that the supply voltage to
the MCU (VMCU ) is not enabled before the minimum operating voltage is reached to allow
for a reliable system start-up [94]. Therefore, the CSU incorporates two voltage monitors
(VM) with different output voltages to provide a switching hysteresis. For the cold-start
investigations discussed in Section 2.2.3, this CSU has been bypassed. Figure B.3 shows
the assembled EternAlyzer.

Figure B.3: Bottom view on the harvester and top view on the display of the assembled EternAlyzer.

This EternAlyzer evaluation platform has been chosen as its system design represents the
scientific challenges for Power-Neutral transient computing systems addressed in this work:
The micro kinetic harvester only offers a low power output, which moreover comes at short
output durations. This results in many sudden power losses together with many system
restarts, which places high challenges on the power loss and cold-start handling. Further
challenges are involved by the design of a harvester-specific and comprehensive voltage
conditioning, which is inevitable for achieving a high overall system energy efficiency.
Moreover, as the EternAlyzer is designed as a battery-less and purely energy harvesting-
powered wearable device, it illustrates how an environmentally friendly alternative can be
realized for the popular sector of wearable electronic gadgets. To the best of our knowledge,
at the time of its development in the year 2017, the EternAlyzer has been the first Power-
Neutral system design that comes as a wearable device.
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B.2 Small-Scale Energy Harvesting Technologies

This section gives an overview about common energy harvesting principles. The focus is
on small-scale harvesters that are — in terms of dimension — suitable to power microelec-
tronic devices, Internet of Things (IoT) sensors and wearable gadgets.

B.2.1 Kinetic Energy Harvesting

Kinetic energy harvesters convert mechanical kinetic energy into electrical energy. The
most common transduction principle is electromagnetic induction, where, e.g., a specific
component that holds a permanent magnet, is set in motion by the kinetic energy and in-
duces a change of a magnetic flux Φ in a coil. This changing magnetic flux induces an
electrical voltage in the coil. Small-scale kinetic harvesters that are driven by human mo-
tion have been popular in the watch industry for many decades [278]. Nowadays, they are
valued as one of the most promising energy harvesting technologies promising for wearable
devices [99]. Figure B.4 show the MGS26.4 by Kinetron [164], which has been used in this
work.

Figure B.4: Micro Kinetic Harvester MGS26.4 [164].

The electrical output voltage of small-scale human motion-driven electromagnetic energy
harvester is AC with a couple volts. It requires a rectifier and a fast voltage conditioning
circuit, as the output duration is usually only a couple hundred milliseconds per excitation.

B.2.2 Thermal Energy Harvesting

Typical thermal energy harvesters are thermoelectric generators (TEGs) or Peltier ele-
ments. Their transduction principle is the thermoelectric effect, also known as the Seebeck
effect. This effect describes that a temperature gradient, which is applied to two different
interconnected metal conductors, leads to a voltage between the two ends of the conduc-
tors. State-of-the-art TEGs have two plain surfaces, between which semiconductor material
is sandwiched and electrically connected in series. The output voltage VTEG depends on
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the applied temperature gradient ∆T , the Seebeck constants of the incorporated materials,
and the wiring of the internal structure.1

Figure B.5 show a Prometheus module by Matrix Industries [165], which has been used
in this work. This module consists of a TEG and a voltage boost converter.

Figure B.5: Small-scale thermoelectric harvester module Prometheus [165].

The electrical output voltage of small-scale TEGs is direct current (DC) with a couple
hundred millivolts. For an efficient operation a voltage boost converter with maximum
power point tracking (MPPT) is required.

B.2.3 Solar Energy Harvesting

Solar energy harvesting is a very popular energy harvesting method due to its broad appli-
ance from tiny solar-powered calculators over autonomous power supply for satellites to
photovoltaic power plants. The most common harvesting devices are solar cells that are
made out of semiconductor material. Solar cells exploit the photoelectric effect, in which
photons cause the movement of load carriers in a semiconductor. The photoelectric effect in
general describes the physical interaction of photons in matter and therefore covers various
physical effects. Common to all effects is the dissolving of electrons out of their bonding
due to being hit by photons, where the photons loose part of their energy (Compton effect).

Commercial solar cells are mostly manufactured out of silicon, but there are also organic
solar cells, cheaper, but up to now lower efficiency and lower lifetime. Depending on the
thickness of the cell, they are classified as thick film or thin film. Another classification
is based on the atomic crystal structure of the silicon, such as mono crystalline and poly
crystalline. Amorphous cells, in contrast, do not have a crystal structure.

1This paragraph has already partially been published in [58]
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The electrical output voltage of small-scale solar cells is DC with a couple volts. For an
efficient operation an MPPT is required as their maximum power point (MPP) varies with
the intensity of solar irradiation.

B.2.4 Radio Frequency Energy Harvesting

Typical harvester devices to transform electromagnetic fields to electrical energy are an-
tennas and coils. The energy output is usually very low, since the field strength and thus
the power density of radio frequency (RF) fields decay quadratically in their intensity with
their distance to the RF emitter. Thus, RF harvesting is mostly utilized in near field to the
transmitter, such as for radio frequency identification (RFID) transponders or Near Field
Communication (NFC) systems, or require strong transmitters as in wireless charging ap-
plications.
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B.3 Nonvolatile Memory Technologies for Transient Com-
puting Systems

In contrast to conventional embedded systems, transient computing systems in general re-
quire nonvolatile memory (NVM) that can be written to at run-time in order to employ
checkpointing. The most common NVM technology is Flash memory, which is also often
employed as program memory of MCUs. Flash is one of the best NVM technologies in
terms of density and scalability [279, 280]. However, when considered for transient com-
puting systems Flash comes with serious drawbacks. The limited endurance can limit the
lifetime of the entire system when exhibiting frequent power losses. Furthermore, Flash
exhibits a relatively high write energy demand.

Alternative technologies have been applied for transient computing systems and shown
to outperform Flash in case of endurance and write energy demand. Table B.1 gives an
overview of these technologies and shows a comparison based on the key characteristics
that are relevant for transient computing systems.2 Further technologies are subject of
current research, but in this section only those are discussed that are commercially available.

Technology Program time
per cell

Program
energy per cell

Endurance Available capac-
ity per device

Flash
(NAND)

1...10µs [281] +
1ms for erase

1nJ [281]
+ 1nJ for erase

105 [156] 8TBit [282]

FRAM 50ns [283] 1013...1015

[156, 283, 284]
8MBit [284–
286]

RRAM 10ns [156] 105 [287] 512kBit [287]
CBRAM 10...100ns [281] 0.1...10pJ

[281]
104 [288] 512kBit [288]

MRAM 12ns [156] 1nJ [156] ∞ 32MBit [289,
290]

STT-MRAM 2...20ns [291] ∞ 1GBit [292]

Table B.1: Comparison of different nonvolatile memory technologies.

B.3.1 Ferroelectric RAM (FRAM)

A ferro-electric RAM (FRAM) cell basically consists of a transistor and a ferroelectric
capacitor, where the capacitor is the storage element. Its dielectric contains a ferroelec-
tric material that has a crystal structure, in which an atom can be moved between two

2Note: This table does not fulfill the requirements of a scientific memory comparison, it rather intends to
give an overview about out-of-the-box technologies and devices that are commercially available (by 2020).
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stable positions in the lattice by applying an electric field. The position of the atom deter-
mines the polarization of the dielectric and therefore has a major effect on the capacity of
the capacitor. The most common ferroelectric material employed in FRAMs is Lead Zir-
conate Titanate (PZT). FRAM chips are commercially available from various manufactur-
ers, who also provide further information about this technology: Texas Instruments [283],
Cypress [293], Fujitsu [286] and Lapis Tech [285]. With the MSP430FR series, Texas
Instruments offers a 16Bit MCU with embedded NVM as unified memory.

The advantages of FRAM compared to other NVM technologies are the nearly unlim-
ited endurance and its high energy efficiency. Disadvantages are the bad scalability and its
limited operation speed.

B.3.2 Resistive RAM (RRAM)

Resistive RAM (RRAM) cells basically consist of a transistor and a resistor, whereas the
resistor is the storage element. Logical zeros and ones are stored as specific levels of con-
duction of the resistor that are established by electrochemical processes. A commercially
available RRAM variant that comes with enhanced ultra-low power features is Conductive
Bridging RAM (CBRAM) [281]. CBRAM has shown to withstand harsh environmental
conditions and keeps cell retention at high temperatures [294, 295]. With the MN101L se-
ries, Panasonic offers an 8Bit MCU with embedded RRAM [287]. More information about
this technology is provided by one further manufacturer Adesto & Dialog Semiconduc-
tor [288].

The advantages of RRAM compared to other NVM technologies are the fast operation
speed, its high energy efficiency and its cheap manufacturing process [291]. The major
disadvantage is the limited endurance, which makes it unattractive for transient computing
systems.

B.3.3 Magnetoresistive RAM (MRAM)

Magnetoresistive RAM (MRAM) cells basically consist of a transistor and a magnetic tun-
nel junction (MTJ) element, whereas the MTJ is the storing element. A MTJ consists of
two magnetic layers and a dielectric tunnel barrier in between. One of the magnetic lay-
ers has a fixed magnetic polarization whereas the polarization of the other layer can be
set by electric currents. The resistance of the MTJ is determined by the polarization of
the free layer, since the magnetic fields qualify how electrons can pass through the barrier
by tunneling. More information about this technology is provided by the manufacturers
Renesas [289] and Everspin [290, 292]. An advanced MRAM technology is Spin-transfer
Torque MRAM (STT-MRAM). STT-MRAM uses spin-polarized currents and thus allow
significantly lower energy demands and higher scalability [291].
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The advantages of MRAM compared to other NVM technologies are the basically un-
limited endurance and its high operation speed. Disadvantages are the worse scalability
and its limited energy efficiency due to high write currents. The advanced STT-MRAM in
contrast come with a good scalability and high energy efficiency.



Appendix C

Low Power Wireless Communication

C.1 Basic Concepts of Bluetooth Low Energy

Bluetooth Low Energy (BLE), also known as Bluetooth Smart, is a wireless communication
technology, optimized for low power appliances. In battery-powered devices it facilitates
lifetimes up to many years. With common smart phones supporting this technology, its
application area is very large. BLE is based on the client-server architecture. Depending
on the functional point of view, the client device is denoted as central or master, the server
as peripheral or slave. To save energy, BLE is founded on a noncontinuous connection
principle. Unconnected slaves frequently announce themselves by broadcasting packets
(called advertising). Every master in range that is listening to slaves (called observing),
receives these packets. In order to establish a connection, the master sends a connection
request to the slave. The connection request packet contains several connection parameters.
One of these parameters is called connection interval (CI). The CI is a time period mostly
in the tens of milliseconds. It determines how frequently from now on master and slave
wirelessly communicate. Each CI period is started by a connection event (CE). During a
CE, data packets are exchanged between master and slave. After the CE, master and slave
go to sleep mode to save energy. Exactly after the CI time period is over, both devices wake
up to continue with a new CE (Figure C.1). The control and timing unit of this connection
principle is located in the Link Layer. It is clocked by a low power low frequency clock
domain. To ensure reliable functionality of this precisely timed schedule, no interruption
by the application program is allowed. Therefore the Link Layer is decoupled from the
Application Layer, which also ensures flexibility for application development.1

1Paragraph has already been published in [39]



138 Low Power Wireless Communication

Figure C.1: Consecutive connection events, between which both devices sleep.2

In contrast to most other wireless communication technologies, BLE is optimized for low
power operation and thus comes with a significantly lower data throughput. The design
parameters that affect tradeoff between power demand and data throughput are the CI, the
packet size and the number of packet per connection event as shown in Figure C.2.

Figure C.2: Connection parameters of BLE that determine the throughput.3

Therefore, lowering the CI, increasing the packet size and increasing the number of packets
per CE result in an increased data throughput but in return result in a higher energy demand.

2Graphic has already been published in [39]
3Graphic has already been published in [53]



Appendix D

Model Predictive Control on Field
Programmable Gate Arrays

D.1 Basics of Model Predictive Control1

The basic idea of Model Predictive Control (MPC) is to predict the system behavior in the
future using a system model

x(k + 1) = f(x(k),u(k), k) (D.1)

where k is the current time step, x(k) is the current system state, u(k) is the current system
input and x(k + 1) is the system state in the next consecutive time step. By solving the
system model the future state sequence

X(k) =


x(k + 1)

x(k + 2)
...

x(k +N)

 (D.2)

is predicted within a specific prediction horizon N .

In order to obtain the optimal desired system behavior, an optimization problem is for-
mulated whose solution points out the optimal system input sequence

U (k) =


u(k)

u(k + 1)
...

u(k +N − 1)

 (D.3)

1This section is based on the related lecture by Daniel Görges [296]
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for the next consecutive time step. Therefore, a cost function

VN(x(k),U(k)) =
N−1∑
i=0

`(x(k + i),u(k + i), k + i) (D.4)

is formulated that is to be minimized

min
U(k)

VN(x(k),U(k))

subject to x(k + i+ 1) = f (x(k + i),u(k + i), k + i)
(D.5)

The optimization problem allows to consider specific state constrains x(k + i) ∈ X(k + i)

and input constrains u(k + i) ∈ U(k + i).

Solving the optimization problem then points to the optimal input sequence

U∗(k) =


u∗(k)

u∗(k + 1)
...

u∗(k +N − 1)

 (D.6)

of which only the first input u∗(k) is applied to the system in the current time step. This
way, a continuous feedback is present that ensures robustness against external disturbances
and uncertainties of the system model.
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Figure D.1 outlines the operations for an explanatory control system.

Figure D.1: Typical operations of an MPC system (graphic based on [296]).
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D.2 Controller System Design

This section describes the components that have not been contributed by the author of this
work but by its colleagues. These works have been a prerequisite to develop the hardware
design strategy for the embedded MPC system.

D.2.1 MPC Controller Setup2

For this work, the control of linear discrete-time systems of the form

xt+1 = Axt +But + dt (D.7)

is considered, where x ∈ Rn and u ∈ Rm are the state and input of the system. d ∈ Rn

is a known time-varying exogenous input. The matrices A and B are the system and the
input matrix, respectively. The state and input are subjects to the constraints

xmin ≤ xt ≤ xmax, umin ≤ ut ≤ umax. (D.8)

The embedded implementation of the following MPC control problem is studied in this
work

minimize
Xt,U t

VN,t (X t,U t) =
t+N−1∑
r=t

lr (xr,ur) (D.9a)

subject to xt = xm
t (D.9b)

for all r ∈ It:t+N−2 :

xr+1 = Axr +Bur + dr (D.9c)

for all r ∈ It:t+N−1 :

xmin ≤ xr ≤ xmax (D.9d)

umin ≤ ur ≤ umax (D.9e)

whereN is the prediction horizon,X t =
[
xT
t , . . . ,x

T
t+N−1

]T andU t =
[
uT
t , . . . ,u

T
t+N−1

]T.
In (D.9c) the plant model (D.7) is used to predict the future behavior of the plant starting
from the measurement xm

t . With (D.9d) and (D.9e) the constraints (D.8) are considered.
In the optimization problem the cost function VN,t is minimized. It is the sum of the time-
varying stage cost

lt (xt,ut) = xT
tQtxt + qT

txt + uT
tRtut + rT

tut

over the prediction horizon. Qt andRt are positive definite matrices for all t ∈ N.

2The controller setup has already been published in [48]
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The MPC problem (D.9) must be solved online at every time instant t. It can be recast
as a strictly convex quadratic program (QP) of the form

minimize
z

1

2
zTHtz + ft

Tz + c (D.10a)

subject to Aeqz = Beq (D.10b)

Ainz ≤ Bin, (D.10c)

where Ht is a positive definite matrix. z =
[
xT
t ,u

T
t , . . . ,x

T
t+N−1,u

T
t+N−1

]T is the opti-
mization vector and

Ht =


Qt

Rt

. . .
Rt+N−1

 ,ft =


qt
rt
...

rt+N−1



Aeq =


I

A B −I
. . . . . . . . .

A B −I

 ,Beq =


xmt
−dt

...
−dt+N−2



Ain =



I

−I
. . .
. . .

I

−I


,Bin =



zmax

zmin
...
...

zmax

zmin



zmax =
[
xT

max,u
T
max

]T
, zmin = −

[
xT

min,u
T
min

]T
.

There are many algorithms in the literature for solving the QP (D.10), see [297] for an
overview. In this paper Algorithm D.1, which consists of a fast dual ascent method, similar
to the one in [298], is applied.

k is the iteration index, kmax maximum number of iterations. λ and µ are the Karush-
Kuhn-Tucker (KKT) multipliers of the equality and the inequality constraints of the dual
problem, respectively. νk = k−1

k+2
is an iteration-varying scalar. Lµ andLλ are scaling matri-

ces that precondition the problem and can be determined offline. To preserve the structure
in the algorithm and allow a computationally efficient implementation, Lµ is chosen as

Lµ = I(N−1)×(N−1) ⊗ L̃µ

where L̃µ is a diagonal matrix and ⊗ denotes the Kronecker product. Similarly, Lλ is
chosen as a block-diagonal matrix Lλ = I(N−1)×(N−1) ⊗ L̃λ.
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Algorithm D.1: Fast Dual Ascent (FDA) algorithm.
Require: z−1, λ0, λ−1, µ0, µ−1

for k = 0, . . . , kmax

zk := −H−1

([
AT

eq A
T
in

] [λk
µk

]
+ f

)
z̄k := zk + νk

(
zk − zk−1

)
λk+1 := λk + νk

(
λk − λk−1

)
+L−1

λ

(
Aeqz̄

k −Beq
)

µk+1 := max
{
0,µk + νk

(
µk − µk−1

)
+L−1

µ

(
Ainz̄

k −Bin
)}

end for

Although the problems of the form (D.9) is quite general and thus addresses many applica-
tions, the aim of this paper is the efficient implementation for controllers in infrastructure
systems. Those systems can be controlled with a hierarchical scheme consisting of an
upper level and lower level controller [299]. The upper level controller optimizes the eco-
nomically behavior of the overall system over a long horizon (up to one day) using a large
sampling time (i.e. several minutes or hours), while the lower level controller undertakes
short-term control actions within a shorter time horizon. It is assumed that problem (D.9)
represents an upper level control problem. Applications can be found in the control of
power networks [86] or WDNs [258]. Here the exogenous input is usually a consumer de-
mand that needs to be satisfied. The time-varying cost function stems from a time-varying
price for power over the day.

For this work, an existing Matlab reference design of the discussed MPC controller was
provided by Dr.-Ing. Felix Berkel.

D.2.2 WDN Benchmark

A water distribution network (WDN) system was employed as benchmark, which has been
calibrated with real measurement data from a WDN provider. A detailed description can be
found in [258]. This benchmark system consists of three water tanks, two pumps and two
water sources, i.e., the system has three states and four inputs.

In a WDN, pumps transport water from the sources, such as springs or deep-wells, to
the consumer. There are two locations of water consumption and one free source in the
benchmark, which represents a river flowing into the system. The maximum error of the
system was tuned in simulation to provide a compromise between closed-loop control per-
formance and computational effort. It was determined, that the variance of each element of
the optimized output needs to be lower than 10−2 in order to not affect the control perfor-
mance.3

3Paragraph has already been published in [48]
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D.3 Field Programmable Gate Arrays

The metrics that determine the performance of Field Programmable Gate Array (FPGA)
designs are throughput, clock frequency and latency. The throughput is determined by the
amount of input data that can be processed by the hardware. And the latency in clock
cycles describes the number of clock cycles that a hardware requires to process this input
until the output is affected by it. Therefore, the latency and the clock frequency determine
the computational speed of the system, whereas combined with the throughput the overall
performance is determined.

Parallelization techniques are used to increase the performance, either by creating mul-
tiple computation instances in parallel, which increases the throughput due to a wider input
bit width or by pipelining, which increases the throughput by a more frequent input data
acquisition.

Pipelining is a principle to avoid data dependencies between consecutive single compu-
tation units of a sequential computation stage. By inserting registers in between the single
computation units, the intermediate results are decoupled from each other. This way, all
computation units are executing concurrently in each clock cycle, shift their intermediate
result to the next stage at the concurrent clock cycle and fetch the result from its predeces-
sor unit. Figure D.2 shows the difference between an implementation without and one with
pipelining.

Figure D.2: Pipelining of a computation stage that consist of multiple sequential computation units
(A...E) (source: Xilinx [236]).

Because of the additional registers, pipelining increases the latency in general. But, in
return, the data path lengths and the respective signal propagation time is reduced and
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therefore the clock frequency can be increased. Furthermore, it increases the throughput as
new input data can be fetched faster one after another. When applied to iterative compu-
tations in loops, pipelining can influence the number of clock cycles between consecutive
loop iterations, also known as initialization interval (II). There are further parallelization
techniques for loops, such as unrolling and flattening. However, these come at the expense
of even more additional hardware resources for additionally required computation units and
their usage is contingent on data dependencies between the loop iteration steps. Figure D.3
shows the relation between different parallelization techniques, latency and required hard-
ware resources for a matrix vector multiplication.

Figure D.3: Comparison of parallelization techniques on FPGAs and the respective latency and
required hardware resources.

The design tradeoffs like the one between hardware resource requirements and execution
time offer a high degree of flexibility to the hardware designer. The choice of the num-
ber format furthermore enables a straight tradeoff between required hardware resources,
latency and computational precision. More specifically: The bit length of the chosen num-
ber format directly determines the demand of memory cells as well as the complexity and
bit width of the calculation units, which is reflected in the demand of arithmetic and logic
cells. Furthermore, the latency is affected as computations for number formats with lower
bit length are usually faster than for those with larger bit lengths.

Besides the bit length, the type of number representation has a significant effect on
hardware resource demand and latency. For instance, fixed-point number formats require
less complex calculation units than floating-point number formats and therefore usually
show a lower latency and lower hardware resources for the same bit length. However,
fixed-point formats in return cover bot a significantly lower range and lower precision, so
that the precision of the computation outputs is usually lower than those of floating-point
format-based designs.
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SRAM static random access memory. 26
STT Spin Transfer Torque. 114

TCP Transmission Control Protocol. 80, 83, 89
TDMA time division multiple access. 74
TEG thermoelectric generator. 33, 45, 46, 47, 49, 50, 131, 132, 172
TLS Transport Layer Security. 11, 15, 80, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92,

112, 119, 122, 173, 174

UDP User Datagram Protocol. 89
USB Universal Serial Bus. 66, 73
UVC Undervoltage Condition. 52, 53, 54, 55, 56

VC voltage converter. 41, 42
VM voltage monitor. 42
V-PLD voltage-based power loss detection. 41, 42, 43, 44, 172

WAN Wide Area Network. 81, 82, 89
WDN water distribution network. 100, 101, 144
WiFi wireless fidelity (WLAN). 84, 127
WLAN Wireless LAN. 84
WSN wireless sensor network. 11, 59, 60, 64, 77, 112, 127

ZIPS zetta instructions per second. 4, 5, 171
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